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Editor’'s Perspective

Hello, my name is John McHale and I'm
the new editorial director for Military
Embedded Systems, replacing found-
ing editor Chris Ciufo, who has moved
onto other endeavors in the embedded
community.

Many of you might know me from
my 15 years at Military & Aerospace
Electronics magazine, where I not only
covered embedded electronics, but also
commercial avionics and homeland
security technology.

The first day, week, or month on a new job
can be exciting and stressful all at once,
but my anxiety was quickly assuaged
when I arrived at the Unmanned Systems
North America show during my second
week on the job and saw so many old
friends. I was particularly heartened that
so many of the exhibitors had positive
things to say about Military Embedded
Systems — the people and the product.

I guess I made the right choice. Whew!

When I first started in the industry,
“embedded systems” was not a major
buzzword in the military electronics com-
munity. At the time, many in the defense
industry were still trying to puzzle out
the meaning of the Commercial Off-the-
Shelf (COTS) procurement mandate and
how it would affect designs at the compo-
nent and system levels.

Exhibitors at the first Embedded Systems
Conference I attended in Chicago back
in 1998 did not even have military appli-
cations at the top of their target list.
However, I do remember engineers from
a couple of COTS suppliers sharing a
booth at the show, saying embedded tech-
nology was a strong growth area in the
long term for military suppliers as future
military system requirements would call
for smaller sizes coupled with exponen-
tial increases in performance.

Incidentally, those two companies —
Dy4 Systems and Virtual Prototypes —
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Unmanned applications are
still a hot market —even amidst
pressure of looming defense cuts

By John McHale, Editorial Director

are still major suppliers of embedded
technology for military systems. Today,
they are better known as Curtiss-Wright
Controls Embedded Computing and
Presagis, respectively.

Both companies changed hands a few
times over the past 15 years, which was
not uncommon among COTS suppliers.
However, what is so refreshing about this
industry is that while company names
change, many of the people remain or
end up somewhere else in the industry.
Remaining in the same industry when
transitioning jobs is always a positive,
but it helps when the market historically
is healthy without the cyclical, crash
and burn characteristics of markets such
as telecom.

Those positive characteristics of long-term
market health were reinforced to me at
the Unmanned Systems event. Unmanned
vehicles — be they Unmanned Aerial Vehi-
cles (UAVs), Unmanned Ground Vehicles
(UGYVs), or Unmanned Undersea Vehicles
(UUVs) — is one of the fastest-growing
areas of defense spending.

All of these platforms require sophis-
ticated electronics payloads to carry
out their missions, whether they are
for surveillance and reconnaissance
or precision strikes. The payloads
must fit into unique form factors and
small packages for the many different-
sized unmanned platforms; this means
increasing opportunities for embed-
ded designers of FPGA boards, digital
signal processing systems, and RTOSs,
to name a few.

Unmanned applications bode well for
the long-term growth of the embedded
systems market, but all military design-
ers are at the mercy of Department of
Defense spending. And with major cuts
looming on the horizon, quite a few are
nervous about the immediate future.

Exhibitors and attendees at the show were
not calling it a doomsday scenario; how-
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ever, if big cuts are made, they feel that
it will seriously inhibit growth for the
next few years. Research and develop-
ment funding for new programs is at risk,
which could result in short-term layoffs
and even more industry consolidation.

Some AUVSI attendees were still posi-
tive despite budget-cut rumors, having
signed long-term contracts and express-
ing confidence that no matter the money
issues in Congress, the U.S. will need to
find a way to maintain its status as the
world’s toughest military force. Global
terrorism hasn’t gone away, and China’s
military technology gets more impressive
every day.

They also feel that major cuts could result
in opportunities for retrofits maintenance
of older systems.

As of this writing, though, it is still
anyone’s guess as to what will happen
with the DoD budget. We will have more
coverage on how COTS suppliers might
be affected by the next budget in our
October issue.

In the pages of this edition, we have
our regular columns; an interview with
Ray O’Brien of the NASA Ames Research
Center on how NASA is seeking advice
from the open source community; and
our annual Resource Guide, which con-
tains a plethora of profiles from military
embedded suppliers with briefs on their
latest products.

I’'m looking forward to seeing many of
you at upcoming industry events. Please
feel free to contact me via email as well
at jmchale @opensystemsmedia.com.

Lastly, I would like to thank Chris Ciufo
for all his efforts in creating Military
Embedded Systems magazine and in mak-
ing it a regular read across the industry.
We wish him well.

Thanks,
John McHale
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Field Intelligence

By Duncan Young

Advanced sensor processing continues
to demand greater performance and
increased frame rates, while consuming
less of a vehicle’s Size, Weight, and
Power (SWaP) budget. The FPGA, and,
more recently, the General Purpose
Graphics Processor Unit (GPGPU) have
been adopted for the highly parallel,
repetitive front-end processing of raw
sensor data. Both these device types use
large arrays of simplified execution cores
to continually process incoming sensor
data streams. This many-core approach
to enhanced processor performance is
growing rapidly as new devices, such as
Tilera’s TILEPro64, become available.
Driven by similarly data-intensive
applications such as video transcoding,
encryption, and deep packet inspection,
the many-core tile offers another step up
in performance for new sensor systems.

Transistor count

Silicon manufacturing processes are
currently achieving upwards of 2 billion
(2 x 10°) transistors on a chip. However, as
clock speeds are not increasing at the same
rate, chip designers use the extra transis-
tors to offer more functionality to increase
their products’ performance. Because of
their legacy requirements, mainstream
processors such as Intel’s Core i7 tend to
be improved incrementally by increasing
the processing core count — by adding
new graphics capability and introduc-
ing enhanced 256-bit vector processing
capability for each core. Power dissipa-
tion becomes an issue as transistor count
and clock speeds increase. Power must
be managed and traded for ultimate
performance, specifically in embedded
applications where space and cooling
capability are limited.

FPGA s have also benefited from the same
process improvements, offering many
hundreds of arithmetic cores and more
on-chip memory and interconnects.
However, an FPGA-based solution can be
difficult to implement, requiring intimate
device knowledge, but is ideal where
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Many-core processor

devices head for
advanced sensors

ultimate processing density is needed.
An FPGA requires careful thermal and
timing analysis, plus neither partial or
online reprogramming have yet matured
into realistic options for deployed capa-
bility growth. Despite the real advantages
that FPGAs offer, many applications are
turning toward software programmable
alternatives for their rapid development
and flexibility. The GPGPU and many-
core tile processor demonstrate how fresh
approaches can use the abundance of
available transistors to achieve large arrays
of cores for the parallel, multithreaded,
repetitive operations needed at the front
end of a sensor’s processing chain.

Figure 1 | MCP500 many-core single board
computer from GE Intelligent Platforms

Data flow and processing
strategies

Both GPGPU and many-core tiles are
designed to process multiple data streams
at very high rates. Generally, a GPGPU
operates best on large, structured data
sets running multiple threads of similar
algorithms. By comparison, a tile device
such as the TILEPro64 has 64 general-
purpose processing cores, each with its
own L1 and L2 caches, organized in an
8 x 8 matrix with nonblocking, high-speed
switched data paths. This makes it well
suited to content-based decision making
and more varied use of the available
cores. Supported by Linux, cores can run
individual copies of the operating system,
or many cores can be configured to share
in a Symmetrical Multiprocessing (SMP)
environment — or combinations of each
are possible on the same device.

MILITARY EMBEDDED SYSTEMS

The tile’s ability to use individual cores
or to share data and run multiple threads
in many cores makes it very efficient at
raw radar data processing tasks: reorga-
nization, beam forming, and adaptive
cancellation. Today, such tile processors
do not offer hardware floating-point
capability. Software technologies can be
adopted for less-demanding applications,
although greater performance will require
a heterogeneous architecture using a fur-
ther processing stage based on GPGPUs
or vector processors such as AltiVec or
Intel’s AVX, while still achieving overall
savings in board count.

Video processing

Similar to the FPGA and GPGPU, the
many-core tile processor has much
greater military application potential
than just radar. Sensor fusion and 360°
local situational awareness in small
agile platforms such as moving armored
vehicles and helicopters are additional
examples, requiring many channels of
video data to be processed at high frame
rates. Designed for many of these rugged,
complex sensor processing applications,
the MCP500 is a TILEPro64-based SBC
from GE Intelligent Platforms, offered
in 3U VPX and VPX-REDI form factors
and providing 2 GB of DDR2 SDRAM,
dual 10 Gbps XAUI Ethernet ports, and
dual four-lane PCI Express interfaces
(Figure 1).

Continuous process technology improve-
ment still supports Moore’s Law rates
of growth in transistors, though legacy
architecture and packaging technology
can constrain mainstream processors
from taking full advantage. However, the
video, gaming, Internet, communications,
financial, and entertainment markets
all have the potential to spawn innova-
tive many-core architectures providing
additional scope in the future for sensor
design improvement and diversity.

To learn more, e-mail Duncan at
duncan_youngl @sky.com.
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Vil Tech Insider

The COTS proposition, taking state-of-the-art commercial
semiconductor technology and deploying it on open-standard
military board architectures, is rapidly migrating up the technology
food chain to the preconfigured subsystem level. Packaged COTS
(PCOTS) subsystems are being driven by customer interest in
reducing design risk and time to market, leading them to turn to
traditional board vendors who have expertise in packaging and
thermal management. PCOTS fully integrated “standard” systems
enable development cost and improvements to be distributed
over multiple users and programs, which drives increases in
performance and economies of scale. There is also a place for
both Line Replaceable Units (LRUs) as individual modules and
packaged subsystems based on LRUs.

The packaged COTS advantage

In addition to ensured interoperability of the boards and
mezzanine cards that populate their system, the PCOTS approach
significantly simplifies system development by reducing vendor
interaction to a “one-stop shop” — easing the pain that can occur
when multiple third-party vendors are depended upon. The real-
ity is that almost all deployed systems will require some unique
modification. While vendors are able to offer a comprehensive
range of proven, qualified systems that match most of a customer’s
requirements, Non Recurring Engineering (NRE) will be
needed to get to the completed system. But the advantage for the
customer is fast turnaround on a deployable system from an
integrator who is using a common set of familiar building blocks
and proven IP. PCOTS also frees the customer from the time and
cost of dedicating a hardware integration team, enabling them
instead to focus on the software, where true uniqueness and their
value-add typically resides.

This is not to say that PCOTS is a panacea. When making this
decision, customers considering PCOTS need to calculate the
size of the NRE against their true overall development costs
including salaries, operational costs, and so on. For exam-
ple, test house costs included in a Curtiss-Wright Controls
Embedded Computing (CWCEC) PCOTS project typically
provide an engineer onsite for the duration of testing, and
include production of the test procedures, test equipment, and
test reports.

Benefits of the LRU approach

There are clear cases where it is preferable for the customer to
stay with the traditional LRU acquisition approach, spec’ing
and acquiring the range of needed boards and mezzanine cards
from one or more vendors and handling the integration them-
selves. These cases include situations in which the customer’s
application demands a high level of programmatic, for example,
requiring a dedicated team who must produce earned value
reporting every month during a multiple-year time period.
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Figure 1 | Avionics and vetronics PCOTS rugged systems developed from

COTS components from Curtiss-Wright Controls Embedded Computing

Another case in which the advantages of LRUs outweigh PCOTS
is when the application software demands a high level of custom
hardware development. If the needed system cannot be built effi-
ciently from a Size, Weight, Power, and Cost (SWaP-C) perspec-
tive using COTS components and packaged in a “COTS wrapper,”
then the PCOTS approach will typically not be a good fit.

The PCOTS trend on the rise

At CWCEC we are seeing increased interest from major defense
contractor customers who need a PCOTS system to help them
meet the challenge of increasing their card counts in space- and
weight-limited ground, air, and sea vehicle environments — rather
than reinvent the wheel or expend their engineering resources on
packaging problems.

To get a standard PCOTS offering to meet a customer’s unique
application can require such modifications as custom front-panel
pinouts (made simpler through a high level of modularity), and
custom backplanes. One notable area of growth is the use of
Air Flow Through (AFT) cooling. As interest in 6U AFT, defined
by VITA 48.5, is increasing in the embedded defense and aero-
space market, we are seeing a rise in the number of customers
considering it. Figure 1 shows examples of CWCEC’s avionics
and vetronics PCOTS rugged systems developed from COTS
components and tailored to specific customer requirements.

Moreover, as defense and aerospace customers discover the
advantages of PCOTS - cutting schedule and performance risk
while reducing their costs — the benefits of COTS will increas-
ingly be associated not just with off-the-shelf modules but with
fully integrated systems, too.

To learn more, e-mail Steve at Steve. Edwards @ curtisswright.com.
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Daily Briefing: wre.s snigrets

By Sharon Hess, Managing Editor

HERCULES program gains more muscle

It’s not just injured soldiers in the field who need recovery and
rescue; sometimes the same can be said of the combat vehicles.
But field rescue for 70-ton combat vehicles such as Leopard,
MI1A1, and M1A2 is already at hand — and will continue to
be — thanks to a recent $108 million U.S. Army Contracting
Command/BAE Systems contract modification for the rescuer:
the M88A2 HERCULES (Figure 1). The contract stipulates that
16 HERCULES will be supplied to the U.S. Marine Corps, while
the U.S. Army will receive another 29. These latest HERCULES
vehicles will be suited with U.S. government-provided remanu-
factured hulls, and BAE’s contract work is slated for completion
at the company’s Aiken, SC and York, PA locales. With deliveries
occurring from April 2013 through December 2013, the contract
modification raises BAE Systems’ HERCULES program awards
to a cumulative $1.4 billion.

Figure 1 | A recent $108 million U.S. Army/BAE Systems contract covers the
incarnation of 29 U.S. Army and 16 USMC M88A2 HERCULES recovery vehicles
using remanufactured hulls. USMC photo by Lance Cpl. Jeremy T. Ross

U.S. Navy preps for final MCAT

Precision training is essential for military success, and a recent
contract between Pathfinder Systems, Inc. and the U.S. Navy
aims to achieve this. Specifically, the $6 million Small Business
Innovation Research (SBIR) Phase III project stipulates that the
former provides the latter with an operational prototype two
of the Marine Common Aircrew Trainer (MCAT). The project
builds on MCAT prototype one and consists of a baseline con-
figuration upgrade based on Phase II simulation technologies.
Work occurs at the Naval Air Station Miramar in Miramar, CA
and in Arvada, CO by August 2013. The contracting activity is
the Naval Air Warfare Center Training Systems Division.
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Acquisitions activity: Google/Motorola
head-turner, and more

It seems Acquisition Row has exploded lately — at least when
it comes to the high-profile, jaw-dropping announcement
that Internet search technology purveyor Google Inc. will
acquire Motorola Mobility Holdings, Inc. for approximately
$12.5 billion. Motorola Mobility has been and will continue as
an Android licensee, already well-known for its Android-based
smartphones and tablets. According to a media statement issued
by the companies, the acquisition “will enable Google to super-
charge the Android ecosystem and will enhance competition in
mobile computing.” The industry can rest assured that Android will
remain open source though, Google assures, and the acquisition
is expected to be finalized later this year or early next year, pend-
ing E.U., U.S., and other regulatory approvals and ratification of
Motorola Mobility stockholders. In other merger and acquisition
news, Dexter Apache Holdings, Inc., a financial services, distri-
bution, and manufacturing company, announced its acquisition of
“100 percent of the interests of Crystal Group, Inc.,” suppliers of
rugged COTS systems, displays, computers, networking devices,
and storage devices for the military, government, and commercial
markets. The acquisition’s price tag was not disclosed.

OpenVPX onboard Patriot missile

The OpenVPX/VITA 65 open standard, assuring system-level
interoperability for VPX/VITA 46, has found or will find its
way into several of Raytheon’s upgraded Patriot Air and Missile
Defense Systems (Figure 2). For example, a recent $1.7 billion
Raytheon Integrated Defense Systems contract with Saudi Arabia
for Patriot upgrades will be fulfilled in part by Mercury Computer
Systems’ OpenVPX radar subsystems. Mercury has also already
delivered OpenVPX radar subsystems for other Raytheon Patriot
missile systems, including those deployed to Taiwan and the
United Arab Emirates, Mercury reports. The recently upgraded
Patriot missile system is designed to thwart threats such as
tactical ballistic missiles, aircraft, UAVs, and cruise missiles.

»

b

Figure 2 | The venerable Patriot Air and Missile Defense System has been
and will be suited with OpenVPX radar subsystems, per Raytheon Integrated
Defense Systems/Mercury Computer Systems contracts. DoD photo by
Tech. Sgt. James D. Mossman, U.S. Air Force



U.S. Navy’'s Hawkeye to spot more on
the battlefield

The E-2 aircraft’s latest iteration, the E-2D Advanced Hawkeye,
will soon become more prolific in future mil ops, per a recent
$761 million contract between the U.S. Navy and prime
Northrop Grumman (Figure 3). The contract specifies that
Northrop Grumman delivers five of its Lot 3 E-2Ds in Low-Rate
Initial Production (LRIP) form. The contract also covers long lead
materials to be manufactured into five Lot 4 LRIP versions of the
E-2D. Not only that, the company also garnered a $34 million
contract modification from the U.S. Navy in procurement of
another Lot 2 LRIP E-2D. The obviously radar-equipped E-2D
represents a two-generation technology leap from the previous
incarnation, the Naval Air Systems Command reports, and the
versatile aircraft is suited for command and control activities,
battlefield strikes, and rescue operations.

Figure 3 | A recent $761 million contract and $34 million contract modification
provide that Northrop Grumman supplies the U.S. Navy with more Lot 2, 3, and
4 LRIP E-2D Advanced Hawkeye aircraft. Photo courtesy of Northrop Grumman/
U.S. Navy

F/A-18E/F Super Hornets:

“Start your engines!”

Some pilots of F/A-18E/F Super Hornets will soon be able to
rev up their (new) engines, courtesy of a recent U.S. Navy/
General Electric Aircraft Engines contract modification. The
$71 million modification calls for 18 F414-GE-400 engines and
18 F414-GE-400 engine device kits to go with them. Contract
work is anticipated for completion in July 2013, and takes place
at Madisonville, KY; Hooksett, NH; Evandale, OH; Dayton, OH;
Lynn, MA; Rutland, VT; Terra Haute, IN; Jacksonville, FL;
Bromont, Canada; Muskegon, MI; and Asheville, NC. The
contracting activity is the Naval Air Systems Comand in
Patuxent River, MD.

For consideration in Daily Briefings,
submit your press releases at
http://submit.opensystemsmedia.com.
Submission does not guarantee inclusion.

Figure 4 | Lockheed Martin’s Squad Mission Support System (SMSS) — capable
of riding in a CH-47 (pictured) or CH-53 helicopter — recently won the U.S. Army-
sponsored Project Workhorse Unmanned Ground Vehicle (UGV) contest and earned
the Afghanistan deployment prize. U.S. Army photo by Pfc. Phillip Adam Turner,

1st Cav. Div. Public Affairs

Lockheed’s SMSS to go to Afghanistan

Having won the U.S. Army-sponsored Project Workhorse
Unmanned Ground Vehicle (UGV) contest, Lockheed Martin’s
Squad Mission Support System (SMSS) will get the prize:
Afghanistan deployment. The 11-foot-long UGV is able to
transport more than 1,000 Ibs of equipment for deployed sol-
diers on rugged soil, to reduce troops’ often-100-1bs-or-more
packing burdens. SMSS has been tested by the Army three times
domestically already, and it’s anticipated that the Army will start
Afghanistan assessments in the latter part of 2011 — after training
and further evaluations have occurred. An SMSS fully loaded can
be easily tucked inside a CH-53 or CH-47 helicopter (Figure 4),
and the UGV’s sensor suite can lock on to, then follow any
individual after the individual’s digital 3-D profile is recognized
by SMSS. GPS waypoint trails can also be followed autono-
mously by SMSS.

Triad of governments to share
MK-99 expense

The Naval Surface Warfare Center and Omniphase Research
Laboratories, Inc. recently penned a $10 million IDIQ contract
for the evaluation, repair, and production of the continuous wave
illuminator noise test sets dubbed MK-666. The test sets are
part of the fire control system within the MK-99 (Figure 5). In
addition to the U.S. Navy’s 76 percent, Spain’s and Australia’s
governments will shell out the remaining 24 percent of the con-
tract, as part of the Foreign Military Sales Program. Contract
work is slated for fulfillment in July 2014 at the company’s
Newport Beach, CA location.

Figure 5 | The U.S. Navy and Omniphase Research Laboratories signed a

$10 million contract for continuous wave illuminator noise test sets’ evaluation,
repair, and production for MK-99’s fire control system. U.S. Navy photo by
Mass Communication Specialist 2nd Class Daniel Viramontes
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Software: High availability is a must-have

OpenSAF fosters high _
availability implementations
fornet-centric warfare

By Mike Houston

One of the main challenges in network-centric warfare operations is when critical systems do not achieve an effective level of
“service availability,” which implies a service is always available and therefore operational. A key element of ensuring system
uptime is building systems with open specifications, such as the high availability middleware specifications developed by the
OpenSAF community. This enables systems integrators to achieve service availability while focusing on differentiating at

the application layer and through system integration.

As network-centric warfare continues to evolve, the military requires increasingly
diverse and complex systems and applications. Additionally, existing systems and
applications are becoming more critical because of the requirement for increased
connectivity and integration to other systems. This is creating new demands for
uninterrupted operation of network infrastructures. And a variety of modern military
applications require this high level of service availability.

Service availability implies that a service is always available and therefore operational,
regardless of hardware, software, or user fault and is often overlooked until an outage
happens (Sidebar 1). The term is often used to describe scenarios where systems can
remain in the field, even if they have experienced hardware or software faults. This type
of solution is complex, but it also minimizes the impact of faults and automates system
recovery, thereby simplifying the maintenance demand on a warfighter or operator.

Service availability is becoming increasingly important in military and aerospace
because downtime of these applications can have severe consequences. For example,
when a command post is engaged with warfighters in the field, continuous contact with
command and control is critical for success. Losing contact could result in a loss of key
information to ensure safety. Additionally, in the military embedded computing arena,
one of the recent trends is placing sensors, such as video surveillance devices, on all
types of manned and unmanned platforms. (Predator drones are one example of this.) An
interruption or downtime in this case could result in the loss of views of activity on the

Cn o .

Availability terminology
High Availability: refers to 99.999 percent (five nines) or greater of availability and
typically involves recovery from faults in a system.

Service Availability: A broader concept that includes high availability, but in addition
to addressing faults in a system, service availability also addresses other areas such
as mainfaining a system or infroducing new services.

Mission critical: In the aerospace and defense industries, this term often describes
systems that need to be highly available.

Sidebar 1 | Availability terminology described
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battlefield. OpenSAF (www.opensaf.org)
middleware helps to ensure that high
availability is achieved in such systems,
to avoid these potential consequences
(Sidebar 2).

Pitfalls of downtime

The costs of network downtime and the
frequency of outages have been reported
to be significant in a wide range of indus-
tries. Though not specific to the military
and aerospace industry, a recent survey
from software company Neverfail notes
that 23 percent of survey respondents
have had an outage for more than one
full business day, while only 5 percent
reported never experiencing an outage
(http://extranet.neverfailgroup.com/
download/Neverfail%20Survey %20
Final%?201.pdf). In addition, 54 percent
of respondents did not know the cost of
downtime. However, of those who did
know the cost of downtime, 16 percent
rated the hourly cost to be more than
$10,000, 7 percent rated the hourly cost
between $5,001 and $10,000, and the
remainder rated it as less than $5,000.

Real-world examples within the military
and aerospace industry related to down-
time are the FAA’s National Airspace Data
Interchange Network (NADIN) system
outages. Starting in 2008, the FAA’s
NADIN system, which tracks more than



specifications:

® Hardware Platform Interface (HPI)

B Mapping Specifications
- Java Mapping Specifications

Sidebar 2 | The SA Forum: A closer look

1.5 million flight schedules, had experi-
enced numerous costly service outages.
These outages resulted in delays of up to
six hours at as many as 100 nationwide
airports at a time, largely impacting many
customers across the country. The most
upsetting aspect of the outages is that the
FAA was unable to detect the cause of the
problems in the system.

The cost of faults associated with the
growing use of unmanned aerial systems
in modern warfare is another increasing
concern. The current concept of opera-
tions for these systems is to automati-
cally return the vehicle to its base when
an outage occurs — incurring significant
operational costs and in some cases,
undermining the mission and risking lives.
Implementing platforms that leverage
OpenSAF high availability middleware
can help alleviate these issues of high
availability by ensuring that all system
faults are detected and isolated — and then
automatically recovering the system and
returning it to service.

New technologies for achieving
high availability

As they seek to address the challenges like
the aforementioned, Original Equipment

B Application Interface Specification (AIS)

SA Forum middleware is key in reaching five-nines

Since its inception in 2001, the SA Forum has focused its efforts on producing spec-
ifications to address the requirements of availability, reliability, and dependability
for a broad range of applications. The SA Forum has released the following three

— HPlto-AdvancedTCA Mapping Specifications

OpenSAF is as an open source implementation of SA Forum specifications with
projects focused on high availability middleware. OpenSAF was formed in 2008,
and its current members include Ericsson, Emerson, GoAhead Software, HP, Huawei,
IP Infusion, MontaVista, Oracle, Rancore Technologies, Tailf, and Wind River.
OpenSAF members meet face-to-face quarterly, and the marketing work group
participants and technical leadership council participants meet weekly.

Manufacturers (OEMs) within the military
and aerospace sector face multiple chal-
lenges when providing highly available
systems for customers. Intense warfighter
demand, budget constraints, and industry
competition in the market (Figure 1)
place pressure on the system integrators
and OEMs. Proprietary platforms that
address high availability are costly to
develop, both in terms of hours invested
and expenses such as R&D. Proprietary
platforms are also often complex and
difficult, as well as costly to maintain and
to upgrade.

Although achieving high availability
can be costly and challenging, appealing
COTS options that leverage open specifi-
cations are surfacing in the marketplace.
Utilizing open specifications enables
collaboration, extension, and a common
environment for applications, making it
easier and less costly to combine applica-
tions into a single platform as the system
evolves. One COTS path, OpenSAF, is
based on SA Forum specifications, which
address the requirements of availability,
reliability, and dependability for a broad
range of applications. The latest OpenSAF
Release (Release 4.1) is the most com-
prehensive implementation of SA Forum

Figure 1 | OEMs face intense competition while developing and delivering highly available technologies to
the military and aerospace market.
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Software: High availahility is a must-have

specifications available in the market,
covering high availability middleware.

SA Forum specifications offer several key
benefits. For example, use of open speci-
fications helps enable system designers
to leverage the commercial ecosystem
for the commodity components of the
system such as system management and
high availability. This allows designers
to focus on the differentiating applica-
tion layer rather than the entire system.
OpenSAF offers a modular approach to
integrating high availability middleware,
which allows scaling across a wide range
of applications, eliminating the high
costs associated with implementing a
complete set of services into a platform.
With a common standards-based infra-
structure in place, applications can be
ported, combined, and updated in a more
seamless manner. This common system
infrastructure streamlines overall system
management, saving time and money.

SA Forum specifications define services
via use of Application Programming
Interfaces (APIs) for continuous hard-
ware and software operation. At a high
level, the SA Forum standards have two
major programming interfaces — the
Application Interface Specification (AIS)
and Hardware Platform Interface (HPI).

HPI is a specification for managing a
highly available hardware platform that
is hardware independent and represents
the platform-specific characteristics of
the physical hardware in an abstract
software-based model; HPI provides
functions for monitoring and controlling
the modeled resources.

Dual Freescale P2020
3U CPCI Board

e Two Dual-Core P2020 QorlQ processors
running up to 1.2GHz

e Four 1000BASE-T ports via front panel with
support for up to eight 1000-BASE-T ports
(rear 1/0 support)

* Two USB2.0 host ports via rear transition |/0

* 128MByte (x16) NOR boot flash

T

AlS (SA Forum)

SenviceAvaiaihity
Mddieware

Operating System
Virtualization

Hardware Platform Interface (HP1) (SA Forum)

Hardware ‘Hardware
Platform Platform
A B

Other Middleware &
Application Services

Hardware. Hardware
Blatform Platform
c D

Figure 2 | SA Forum enabled COTS platform

Services from the AIS specification that can
be implemented to ensure high availability
include platform management, applica-
tion management, health monitoring, fault
management, cluster membership, events
and messages, and checkpoint. These
services manage the full range of system
resources, including applications, clusters,
nodes, and the platform infrastructure
(hardware, operating systems, and so on).

Taken together, these AIS services and
HPI provide virtually all capabilities
needed for constructing a complete high
availability system (Figure 2).

¢ 4GB DDR2-667MHz SODIMM with ECC (x72) — 2GB per processor

¢ Up to two SATA interfaces via rear transition 1/0
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Service availability is mission
critical in net-centricity

As adoption of network-centric defense
operations continues, service availability
has become increasingly mission critical
in deploying military applications. It
is anticipated that the requirements for
five nines availability and higher will
become more prevalent, along with in-
creased usage of open standards-based
commercial systems. OEMs and system
integrators can build platforms with
technologies such as OpenSAF high
availability COTS middleware to meet
these demands while also reducing costs
and time-to-market. NMES

Mike Houston

is Marketing Work
Group Chair of

the OpenSAF
Foundation and
Marketing Director
at GoAhead Software.
OpenSAF is an open
source community with projects focused
on high availability middleware that
align with SA Forum specifications.

For more information, send email to:
admin@list.opensaf.org.
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www.opensaf.org
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"‘.-'El-lm'lnatlng the 0z factor
How to migrate from Core 2 Duo to 2nd-Gen Core'i/

By Sharon Hess, Managing Editor

Power consumption ... and thermal man-
agement .... and performance ... oh my.
Apologies to the late The Wizard of Oz
author L. Frank Baum for this flagrant
misuse of his well-known iambic pentam-
eter; but in the same way that lions ... and
tigers ... and bears were a daunting prop-
osition for Oz main characters, the chal-
lenge of migrating military systems and
applications from Intel Core 2 Duo to Intel
Gen 2 Core i7 processors can seem just
as wide a forest for engineers to find their
way in. However, a closer look at the three
aforementioned key issues — in addition to
pivotal software issues and the instruction
sets — provides insight into easing Core 2
Duo to Intel Gen 2 Core i7 migration.

Processors’ power issues:

A hot topic

Considering the differences in features
(and therefore instruction sets) for even
just a couple of Core 2 Duo versus Intel
Gen 2 Core i7 processors (Table 1), cer-
tainly design adjustments surrounding
power consumption and the resultant heat
are needed.

Gen-2 i7’s got the power

“The [2nd generation Intel Core i7] prod-
uct family draws and dissipates more
power than the Core 2 Duo family. ...
However, it also clearly delivers highly
increased performance, both in number
crunching (particularly floating point) and
1/O performance,” says Shaun McQuaid,
Senior Product Manager at Mercury
Computer Systems. “These advantages
greatly outweigh the relatively modest
increase in power dissipation.”

Accordingly, for UAVs, rugged naval
systems, tactical aircraft, or other
conduction- or air-cooled mil/aero
applications, a 2nd Gen Core i7-2715QE
delivers 134 GFLOPS per 45 W, while
the Core 2 Duo might only render 18
GFLOPS per 25 W, details Alan Baldus,
Intel SBC Product Marketing Manager
at Curtiss-Wright. One avenue to miti-
gate Core 17 Gen 2’s increased power
is to use static control tools found in
the BIOS, permitting fine-tuning of the
CPU clock frequency and the quantity of
active cores.

Let’s just cool down here

Because increased power means more
heat, a viable approach to cool things
off is to use thermal simulation before
migrating Core 2 Duo applications to
an Intel Gen-2 i7 processor. “It may
require more air than is typical [to] be
flowed across the heat sink; or in the
conduction case, you’ve [got] quite a bit
of heat that must be moved to the rails.
Taking a 45 W CPU in a conduction-
cooled environment up to 85 °C, for
example, may require a more exotic
thermal solution,” details David Pepper,
Product Manager/Technologist for the
SBC Team at GE Intelligent Platforms.
(In this case, “more exotic” refers to non-
aluminum materials.)

Another strategy to mitigate the heat
waves of Core 2 Duo to 2nd-Gen Core i7
migration is to provide interfacing with
Intel on-die digital temperature sensors,
facilitating temperature control and moni-
toring. This is a feature that might be
vendor-provided in the BSP (incarnated in
the form of an API), for example, he adds.

A small sampling of available Intel Core 2 Duo versus 2nd-Gen Intel Core i7 processors

dllzatio

Intel Core 2 Duo T9400 22 | 253GHz | 64-bit 45nm 35W Bus/core No No VT
ratio of 9.5
Intel Core 2 Duo E8400 2/2 3 GHz 64-bit 45 nm 65 W Bus/core No No VT-x, VT-d
ratio of 9

Intel Core i7-2715QF 4/8 2.1 GHz 64-bit 32 nm 45w /A 20 Yes VT-x, VT-d
Intel Core i7-2655LE 214 2.2 GHz 64-bit 32 nm 25 W /A 20 Yes VT-x, VT-d
Intel Core i7-2920XM 4/8 2.5 GHz 64-bit 32 nm 55W /A 20 Yes VT-x, VT-d
Table 1 | Differences in Core 2 Duo versus Intel Gen 2 Core i7 processors
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Performance is key

Herculean performance gains are not
always a given, when migrating an appli-
cation from Core 2 Duo to 2nd-Gen i7.
And the real secret to increased perfor-
mance is the operating system, explains
Baldus. OSs enable one board to now
house multiple applications (instead of
two Core 2 Duo boards, in some cases),
upping the performance per board.

Turbo Boost is another performance
facilitator in 2nd-Gen Core i7, enabling
frequency gains in a given individual
core. For example, if headroom permits,
a 2.2 GHz base frequency core can rise
to deliver 2.9 GHz (for the 17-2655LE).
But Turbo Boost can be challenging to
implement. A primary consideration is
sensitive timing loops, which could lack
predictability unless the application was
built to execute over a span of processor
clock speeds.

“A timing loop that is counting on the
CPU running at 2.1 GHz, for example,
might be less predictable when Turbo
Boost raises the frequency to 2.9 GHz. In
these cases, application designers should
leverage a predictable and stable clock that
has some independence. Also, in the most
deterministic applications, [an RTOS]
such as VxWorks might be required to
avoid overhead,” explains Pepper.

The software calls

Though some or many of the hardware-
related migration concerns inevitably
involve software too, the primary, full-
on software issues of the Core 2 Duo to
Gen 2 Core i7 migration equation include
the operating system and hardware
abstraction used by the legacy applica-
tion, according to Chip Downing, Senior
Director of Aerospace and Defense at
Wind River.

First, a good question would be: Is the
application to be migrated a legacy-
hardware-hosted application, and if so,
does that happen via an application API
or proprietary scheduler? If the answer
is “yes,” a labor-intensive feat is at hand.
“This work will involve porting the
scheduler and drivers to the new platform,
modifying that software to support new
capabilities like AVX [Advanced Vector
Extensions] ... and then performing
complete testing for both the new oper-
ating environment and applications on
this new proprietary platform, along with
supporting a new application runtime

library that specifically supports AVX,”
Downing explains.

Luckily, these proprietary schedulers
are usually not directly hardware hosted
because most modern defense systems
don’t take full advantage of memory
or CPU cores available. This paradigm
ushers in a tendency toward easing
migration by utilizing open standards-
based software-abstraction layers. “One
of the most effective methods of abstrac-
tion is the use of a commercial RTOS that
abstracts away both the hardware and
the I/O infrastructure, enabling the rapid

migration to new hardware,” Downing
says. However, even if an RTOS is used
to simplify migration, if software libraries
or the compiler change, a recompile and
relink are necessary.

If the application does not utilize the
new Core 17 features, the binaries can be
moved easily to the new platform. And
applications suited with POSIX APIs will
benefit from the APIs’ ability to facilitate
immediate migration.

“The power of abstraction comes into
play when using the advanced capabilities

Break through
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Hardware: Migrating Core 2 Duo to 2nd Gen i7

of the Core i7 processors, like utiliza-
tion of full power of multiple cores,
64-bit addressing, and virtualization.
Although one could try to enable these
capabilities at the application level, it
is simply more efficient to let the [OS]
do this heavy lifting and focus the
application work on rapidly enabling
requirements and competitive features,”
Downing asserts.

And to maximize abstraction, portability,
and upgradeability and to ease multicore
configuration woes on the other side,
he specifically recommends using an
embedded hypervisor within a virtualiza-
tion scheme.

Last but not least:

Instruction sets

When it comes to the Core 2 Duo versus
Intel Gen 2 Core i7 processors, probably
the first thing that comes to mind as far as
instruction sets is AVX, a 256-bit SIMD
engine providing vastly increased float-
ing-point performance over the previous
industry standard of 128 bits. Though

applications need to be scaled to har-
ness AVX’s full power, Pepper reports a
“1D-FFT performance gain [of] 1.8x ...
when going from SSE to AVX.” Scaling
might include an application recompile
with an AVX-supportive compiler, or
perhaps an AVX function update “if SSE
functions are hard coded in the applica-
tion,” he adds.

Onboard graphics capabilities of 2nd-gen
Core i7 add 3D capabilities, with an inte-
grated rather than a discrete controller,
which changes the application’s para-
digm once migrated. And upgraded video,
USB, and SATA are also provided in the
latest Core i7 and should be considered in
a migration scenario.

Meanwhile, the 2nd-Gen Core i7’s afore-
mentioned Turbo Boost gets mixed reviews
when it comes to instruction sets.

“Non-deterministic behavior is frowned
upon in the embedded world, so disabling
Turbo Boost in the BIOS is a good prac-
tice,” recommends Baldus.

However, significant performance gains
are enabled with Turbo Boost, but the
application must be optimized in advance
for a range of clock speeds, as described
previously by Pepper.

And finally, there’s two-thread-per-core
Hyper-Threading. Harnessing it in a
migration scheme necessitates applica-
tion-level analysis to figure out whether
the application is able to support several
processing threads, according to Pepper.
Capable of facilitating application dis-
tribution for as many as eight cores,
Hyper-Threading’s main benefit is that
performance per slot processing efficiency
is much improved, adds Baldus.

Already found Oz?

Much like the characters in The Wizard of
Oz, many system designers might already
have the knowledge they need to solve
their dilemma — in this case to migrate
Core 2 Duo applications and systems to
2nd-Gen Core i7 platforms. But putting
mettle to the metal (and binary code) is
the only way to find out. INES
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Northrop Grumman X-47B
First tailless unmanned aircraft designed for
autonomous carrier-based capability.

Initial Flight
Edwards AFB: 29 minutes
February 4, 2011

How does the latest breakthrough in unmanned aircraft systems go from concept to carrier deck? With help from Wind River. Our
VxWorks real-time operating system was chosen by the innovators at Northrop Grumman Corporation as the software platform for
their Unmanned Combat Air System-Demonstration (UCAS-D) program and by GE Aviation as the foundation for the Common Core
System, the backbone of the UCAS-D computers, networks, and interfacing electronics. Building upon VxWorks' proven reliability and
unmatched performance, project engineers were able to rapidly create, deploy, and maintain safety-critical control systems—all while

reducing development costs and maintaining schedule integrity. Proof that when innovators work together, the sky is hardly the limit.

Please visit www.windriver.com/customers to see

how Wind River customers have reached new heights. INNOVATORS START HERE.



Special: NASA, industry execs speak out on hottest mil/aero topics

NASA turns to the open source community for advice

Interview with Ray O’'Brien, Chief Technology Officer for Information Technology at
NASA Ames Research Center

NASA's drive toward
open source software
(yes, you read that
right) is showing up in
the NASA-cofounded
OpenStack open
source development
community and

in NASA's open
source software
summit outreaches
to the open source
community. Managing
Editor Sharon Hess
recently caught up
with Ray O’Brien, CTO
for IT at NASA Ames
Research Center, who
talks about what's
behind NASA's drive
toward open source

— and whether there
are any resultant
security concerns.
Edited excerpts follow.
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We received a press release saying that NASA
held an open-to-the-public software summit
earlier this year. Which types of open source soft-
ware is NASA using — and for which programs?

O'BRIEN: NASA uses open source software
everywhere and in about every language — Python,
Fortran, Perl, Java, etc. And we not only use open
source software, but we [design and] release
[as open source] about 20 or 30 pieces of code
per year — used for speeding mission design and
helping us accomplish NASA science mission
design, scientific missions, and engineering
work. One example is GMAT [General Mission
Analysis Tool], developed at the Goddard Space
Flight Center to help NASA mission planners
plot trajectory for space missions. It’s entirely
open source and written in C++; it’s been used on
LCROSS [Lunar CRater Observation and Sensing
Satellite] and LRO [Lunar Reconnaissance
Orbiter] missions, among others.

Any other NASA open source software?

O'BRIEN: Another project is Nebula, NASA’s
open source cloud computing initiative. Nebula
contributed code helped form a new open source
development community called OpenStack —
[www.OpenStack.org], which has grown rapidly
and just turned a year old; it’s a really good
example of a public/private partnership. Other
than a standard contributor’s agreement, there is
no formal development commitment on the part
of OpenStack community members. We just all
came together to fill a gap. Anyone in the world
can run [the code], or they can enhance it and
NASA may also run [the code].

There’s also the open source NASA World Wind
application, based on Java. It’s a geospatial
application that provides a way for users to “tour”
various portions of the Earth [http://worldwind.
arc.nasa.gov/javal.

Why was it based in Java?

O'BRIEN: That’s just the language they selected.
It goes back to why do people use open source,
really. I think [developers for] every project look
at the best option to address a particular require-
ment. Certainly, with open source, there are savings
on license costs, or sometimes it’s the open source
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feature set, road map for future feature sets, or
emphasis of the development community involved.

Something I hear frequently is, “I can actually look
at the source code and I can see how something is
working. And if I need to, I can actually change
something to suit my needs.” And sometimes
if you need a feature, a vendor may commit to
providing it in the future, but possibly not within
a timeframe that works for you. So open source
provides another option that may be the best for
meeting certain requirements.

Is this reaching out to the private sector by
NASA something new?

O’'BRIEN: Actually NASA frequently partners
with industry and other public and private entities.
The twist on this is that open source community
development is something in which NASA has
not participated in the past. And Nebula [and the
OpenStack community] have helped to break
new ground there for NASA. The NASA Open
Government team is working at the agency level
with the appropriate stakeholders to develop the
policy that will allow agency participation in open
source community development to occur on a
broader scale.

Does this OpenStack open source development
community work like a standards development
organization then?

O’BRIEN: Yeah, but it’s more than that. They don’t
just talk about standards — they talk about stan-
dards, but then they create code that actually might
end up becoming a standard — through adoption,
not just because someone said it is a standard.
Within the community, developers work on dif-
ferent projects, but every 4 to 6 months, they will
get together at a “design summit” to plan the next
release. The next design summit is October 5-7
in Boston. OpenStack members include major
companies like Intel, HP, Dell, and Citrix.

Can any company join?

O'BRIEN: Yeah, any company can join, any
individual can join; you can be a citizen of any
country and join. So that’s the beauty of the com-
munity development model — that no one cares
where good ideas come from.



If absolutely anyone can join OpenStack,
do you worry about security, since the
software is to be used by NASA, after all?

O'BRIEN: Yeah. We worry about security
all the time. But one of the nice things
about open source is you can actually see
how the code is constructed. You can scru-
tinize it to make sure it meets your security
requirements. That’s frequently not pos-
sible with proprietary software where you
don’t get the source code. And the other
advantage is with the community looking
at the source code, you have a much greater
chance of spotting flaws in security. So, it
kind of turns the argument around.

That’s true, but since OpenStack
and therefore Nebula are based

on commonly known, open source
software, would OpenStack code be
more vulnerable to hacking?

O’'BRIEN: Open source community
development produces logic for many
capabilities, but entities like NASA actu-
ally implement the open source solution
themselves. Because we’re in charge of
implementation details and have access to
the source code, we can understand how a
security mechanism is coded and we can
make sure we implement it correctly, so
that simply having access to code does
not give you a way to breach security.

What has the OpenStack development
community achieved so far?

O'BRIEN: The growth of the community
has been phenomenal, and it has rolled
out three releases in a year. [OpenStack]
is being adopted now for service delivery
in public and private cloud services.
NASA, through the Nebula project, is
very proud to be an active member of the
OpenStack development community.

How many open source community
development projects is NASA involved
with right now?

O’BRIEN: Except Nebula [and its involve-
ment with OpenStack as a cofounder and
active community member], NASA does
not participate in open source community
development. Nebula has the only waiver
to do that right now.

OK. So, when did NASA’s drive toward
more open source begin?

O’'BRIEN: A lot of it coalesced around
March when we held our open source
summit at the Ames Research Center —
which brought together 700 people both

inside and outside NASA — to discuss the
open source community and how those
[practices] might apply to NASA.

What did NASA gain from the summit?

O’'BRIEN: Many speakers outside the
government told us their views of open
source, and a broader NASA community
heard the benefits of open source. We used
many different tools to collect the input
and ended up with about 66 proposed solu-
tions for NASA consideration, plus many
views and comments on those solutions.

What were the common themes at
the summit?

O’'BRIEN: The number one thing we
learned from non-NASA entities is that
the world doesn’t need another open
source software license. NASA has its
own open source license today, and we’re
advised it will be a hindrance rather than
a help in getting people to join open
source projects involving NASA. NASA
was really innovative in 2003 and devel-
oped the NASA Open Source Agreement
[NOSA] license, which really allowed us
to get through some government barriers
and release open source products. But
NOSA has become more of a barrier than
an incentive for people to participate with
NASA in open source community devel-
opment projects. So we need to embrace
the other open systems licenses out there.
The NASA Open Government team has
been looking at those licenses and will
be working with the appropriate agency
organizations to get them approved for
use by NASA.

Is licensing the biggest issue in

NASA going more “open source” then,
or what’s the main technical problem
or challenge?

O’BRIEN: You can break the major issues
into policy, culture, and technology.

Regarding policy and open source com-
munity development, both licensing and
the need to revise the current NASA
review process for software release are
the big issues.

From a culture standpoint, we need to
encourage people within NASA to see
open source as a legitimate way to address
certain requirements. Everything doesn’t
have to be open source, but not everything
needs to be proprietary either.

From a technology standpoint, we’re
pretty cutting-edge at NASA in a lot

of software development. So it’s just a
matter of giving people permission to
pursue open source community develop-
ment. There are a lot of projects that want
to do what Nebula did, but for whatever
reason, they’ve never gone down the path
or they’ve not been allowed to.

Who at NASA is doing open source
software then?

O’BRIEN: All of the centers have released
open source software, some more than
others. Ames Research Center is prob-
ably the leader in releasing NASA open
source, and Goddard releases a lot.

What’s the next step in regard to open
source for NASA?

O’BRIEN: One thing we’re trying to do is
develop one common website to list all
NASA open source software at the agency
level, so there’s one directory, one reposi-
tory. Right now Ames has its own open
source Web page [http://ti.arc.nasa.gov/
opensource], listing their registered open
source projects.

We’re also trying to update our policy
internally so that open source commu-
nity development is easier to pursue. And
we’re trying to bring the open source
community within NASA together to
share best practices.

Not only that, NASA is really interested
in working with citizens on accomplish-
ing its mission. So if people have ideas
for open source development that NASA
can work with them on, they should sub-
mit their ideas at http://open.nasa.gov. We
read every submission, and we’re really
excited about open source because it’s
such a great way to engage the American

public. MES

Ray O’Brien is Chief Technology
Officer for Information Technology
at NASA Ames Research Center,
Moffett Field, Calif. Prior to this
assignment, he was project manager
for NASA’s Nebula Cloud Computing
Initiative. During his term as Project
Manager, the Nebula Nova fabric
controller technology was chosen

as one of the two foundational
components of OpenStack — the
Open Source Cloud Computing
Initiative. Ray can be contacted at
raymond.g.obrien@nasa.gov.

NASA Ames Research Center

650-604-6875
WWW.Nnasa.gov
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Special: NASA, industry execs speak out on hottest mil/aero topics

GPUs shift the computing paradigm
A 10 to 100x performance increase

coming soon to a military system near you

Interview with Kevin Berce,

Business Development Manager at NVIDIA

EDITOR’S NOTE

GPU manufacturer NVIDIA has not only been keeping up with the times by offering processors for smartphones and

tablets; it has also been enabling key shifts in the defense paradigm: Remember the days when it took four to six hours just

to render one hour of UAV video? Now NVIDIA GPUs enable UAV video rendering in real-time. And NVIDIA is set to deliver
an ultra-accelerated, GPU-enabled 10 to 100x performance increase for the defense industry, as a recent interview with
Kevin Berce, NVIDIA Business Development Manager; reveals. Edited excerpts follow.

MIL EMBEDDED: Let’s start with
a high-level overview of NVIDIA.

BERCE: NVIDIA was founded in 1993,
so we’re approaching our 20th year. Our
annual sales today are about $3.5 billion,
and we are approaching 7,000 employees
across 20 countries. The NVIDIA head-
quarters are in Santa Clara, Calif., and
we have a global presence, especially in
the Asia Pacific region, where many of
our board customers are located and our
processors are manufactured. We focus
on engineering. We hold 1,900 patents,
and continue to increase that number on
a steady basis.

MIL EMBEDDED: OK, so which types
of technology is NVIDIA focusing on
these days?

BERCE: Our core heritage comes from
the consumer desktop graphic space
and spans gaming, high-end video edit-
ing, and other areas. Traditionally, our
GPUs power everything from consumer
desktops and laptops to game consoles.
In recent years, NVIDIA has expanded
both ends of that scale. Now we offer a
range of advanced processors for mobile
devices, including tablets and smart-
phones. Several of the new Android
smartphones feature our Tegra proces-
sors, and then we also have the Tesla
products where we are using the GPU to
push into high-performance computing
segments like government and defense.
The primary need in these markets is to
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process and analyze large amounts of
digital information extremely fast.

MIL EMBEDDED: Which brands fall
under which market segments then?

BERCE: For mobile computing, we have
Tegra; in the visual computing or the PC
graphics space, then we have GeForce at
the consumer end. On the professional
end, which includes CAD/CAM, digital
engineering, content creation for the
movie industry, and much more higher-
end applications, we have the Quadro
brand. Finally, the Tesla product line is for
the high-performance computing space.

MIL EMBEDDED: So remind us about
GPU computing.

BERCE: GPU [Graphics Processing Unit]
computing is using a CPU and a GPU
together to accelerate data-intensive
applications. What we have found is
that the GPU has evolved from its core
heritage in the graphics world to become
a massively parallel processor, capable of
running thousands of calculations simul-
taneously. This was a requirement in the
graphics world, and became a technology
that is very adept at dealing with large
computational problems that need many
processor cores to divide up the large
computational workloads.

So, for example, if you have to give a
CPU the problem of delivering a pizza
to 20 different houses, a CPU essentially
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would load all the pizzas in one truck and
go from one house to the next, dropping
off the pizza until it completed the task.
It would do this essentially in a serial
fashion. If you were to give the same
problem to a GPU, the GPU would take
all the pizzas, divide two or three up
across 20 different motorcycles, and send
them all out at the same time: It would
divide the task into parallel.

MIL EMBEDDED: Let’s drill down
on the Tesla group for a moment.
What’s involved there?

BERCE: We have the C-Class product,
which is designed for workstations, and
you can run multiple Tesla C-Class GPUs
inside a single workstation, assuming the
system has enough PCI Express slots.
You can build yourself essentially a small
mini supercomputer alongside your desk.
The Tesla M-Class products are designed
slightly differently as passively cooled
and fit for server racks.

MIL EMBEDDED: Do you have any
numbers on how fast Tesla runs in
supercomputers?

BERCE: We’re talking computing perfor-
mance on the Petaflop level. [According
to the most recent announcement of the
Top 500 List (www.top500.0rg)], Tesla
GPUs are powering three of the top five
supercomputing systems in the world.
Two of these systems are in China and
one is in Japan.



The systems are dealing with big compu-
tational challenges. It’s also worth noting
that the Tsubame system is the world’s
Greenest Production Supercomputer,
meaning that it has Petaflop-class per-
formance; but it’s also extremely power
efficient, only consuming slightly over
1 megawatt. This characteristic is some-
thing uniquely enabled by GPUs.

MIL EMBEDDED: What is the
biggest power consumption? Tens of
megawatts?

BERCE: GPU-accelerated supercomput-
ers require about half the power compared
to a CPU-only supercomputer. NVIDIA
strives to reduce power requirements
with GPUs, thus I do not know what the
largest power consumption is with other
CPU-only systems.

MIL EMBEDDED: What value are
GPUs adding to the defense industry
these days?

BERCE: There are basically six verticals
inside the defense space that we’re
focused on, where the GPU is adding
value of anywhere from a 10 to 100 times
performance increase: satellite imaging,
video enhancement, aerodynamics/CFD,
computer vision, signal processing, and
electromagnetics. Our defense GPU
customers include system integrators,
defense contractors, and many other
partners.

MIL EMBEDDED: So what types of
technical problems can NVIDIA GPUs
solve, say, in UAVs or video systems?

BERCE: One of our customers, Motion
DSP, for example, has software called
Ikena ISR. The problem they’re address-
ing is that when video sensors get
deployed in platforms like UAVs, the
video acquired is of a challenging quality
to obtain intelligence from.

MIL EMBEDDED: Tell us a little about
the hardware that’s being used with the
ITkena ISR software.

BERCE: It’s actually just a Dell work-
station and inside the Dell system
[running Windows], there is a CPU and
one Tesla GPU, the C2070. The C2070
has 448 GPU cores, 6 GB of memory, and
uses a PCI Express card that is passively
or actively cooled. The value the GPU
brings to the workflow is the ability
to process multiple tasks in real time.

Without having a GPU in the mix, you
wouldn’t be able to do this in real time.

MIL EMBEDDED: You’d have to
render video offline and then get it all
cleaned up.

BERCE: Exactly, in the Motion DSP
example, if the system didn’t include a
GPU, an hour of video would take some-
where between four and six hours to
render. But with the GPU, it’s rendered
immediately.

MIL EMBEDDED: What about ISR video
analysis powered by a GPU?

BERCE: IntuVision makes a software
product called Panoptes, which is
designed to enable analytics on streams
of video coming in. Often in military
reconnaissance or for high-end retail
establishments, you have video sur-
veillance at many different spots you
want to monitor and might only have
one person monitoring up to 25 video
feeds. It’s kind of challenging because
at any given point, you can have human
error and just miss something. But,
having that process automated and
offloaded to a computer, you know it’s
going to sift through all that data. With
a CPU, you can roughly process 4 HD
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streams at 3-5 frames per second, but
we’re told that to get really valuable
intelligence out of it, processing up to
20 frames per second is needed. By
adding a GPU into this mix, you get a
12x speedup for better object track-
ing and real-time notification for up to
90 HD streams.

MIL EMBEDDED: Do most vendors
buying your products — whether
they’re software box companies or
embedded guys like GE — use a single
GPU instead of multiple GPUs,
typically, then?

BERCE: The answer depends on the appli-
cation they’re using. They can use up to
eight GPUs in a single operating system.
We’re seeing more and more use cases
where folks are using more than one GPU.
A challenge DARPA has is the desire to
see how much a simulation would speed
up when you add additional GPUs to the
mix. That’s because one of the grand
challenge problems they have in com-
putational fluid dynamics is that a single
30-second simulation takes 150,000 CPU
hours. So if they can make that simulation
GPU aware, they can reduce the 150,000
CPU hours substantially.
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MIL EMBEDDED: Switching gears,
rocks are being thrown at NVIDIA
because of the closed-naturedness of
CUDA versus the freely licensed, open
source OpenCL environment.

BERCE: The CUDA programming envi-
ronment was essentially what enabled
NVIDIA to turn the GPU from being a
regular graphics processor into a mas-
sively parallel processor that can handle
the type of work that we’ve been talking
about today. It was a far cry from the world
of traditional GPGPUs. If you remem-
ber about six or seven years ago, people
talked about using GPUs for computing,
but they were having to translate their
code from a computational language into
a graphics language so that the GPU could
understand it. It was very difficult. CUDA
enabled developers to write in industry-
standard languages to access the GPU,
so that the very first version was released
with CUDA C; and it was basically
very similar to C. You just added a few
keywords and additional instructions
to change your algorithm to understand
targeting a many-core processor versus
fewer cores on a CPU. So there’s CUDA C
and now there is also CUDA C++. Third
parties such as the Portland Group offer
CUDA FORTAN as well. Most impor-
tantly, last week, the Portland Group
introduced CUDA x86, which enables
developers to compile CUDA codes to
run on CPUs instead of GPUs.

So I wouldn’t say that it’s fair to call
CUDA “closed” at this point — it supports
multiple languages and open standards
and can be modified to run on other
architectures. CUDA will continue to
be our platform for innovation; we have
the ability to innovate incredibly fast.
And we are able to add new features very
quickly, which is something that cus-
tomers in this space are very keen on us
continuing. MES

Kevin Berce is Manager of Business
Development at NVIDIA, responsible for
the Defense and Intelligence business

in the U.S. market. He has 15 years of
experience in high-performance comput-
ing sales and business development in
the U.S. Previously, Kevin was a member
of SGI'’s Federal leadership team. He
can be contacted at kberce @nvidia.com.

NVIDIA

408-486-2000
www.nvidia.com
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Special: NASA, industry execs speak out on hottest mil/aero topics

Rugged, prepackaged “shoeboxes”

move into the mil tech fore, but what

about program-specific tech?

0&A with Paul Scanlon, General Manager of
GE Intelligent Platforms Mil/Aero-Systems

EDITOR’S NOTE

In light of defense spending shifts, it’s wise to keep up with the times. And GE Intelligent Platforms is doing just that:
Having recently announced the expansion of its COTS Rugged Systems (CRS) rugged “shoebox” systems line to meet the
mil market’s latest technology shifts, GE’s GM of Mil/Aero-Systems, Paul Scanlon, shares insight with Military Embedded
Systems as to where proven technology versus program-specific technology stands now — and whether it really matters
what’s inside that shoebox. Edited excerpts follow.

MIL EMBEDDED: GE recently
announced a new line of ruggedized
“shoeboxes” called the “COTS
Rugged Systems” [CRS] family: off-
the-shelf rugged systems designed
Jfor reduced cost and reduced time

MIL EMBEDDED: Even during

the customization era, there was
still off-the-shelf, so you’re starting
with a COTS set of boards and it’s
80 percent COTS and 20 percent
customized.

to market.
/

SCANLON: Yes. About three
years ago, we were primarily
focused on not quite custom, but
purpose-built systems, mean-
ing a customer would bring us
a specification and say, “I need
this type of performance in
this type of packaging to meet
XYZ environments.” Those
were programs coming in that
were funded by our customers,
which are typically Tier 1 and
potentially a Tier 2. However, in 2009,
I had some indications from our custom-
ers, and our customers’ customers, that
there would be a shift in procurement
and NRE funding was going to be getting
scarce. So, the risk was shifting from
the government to our customers in terms
of deployment.

What is happening now is that we’re
moving from technology that is devel-
oped as part of a program, to technology
that is proven and is available today —
technology that can be demonstrated and
that has fairly high technology readi-
ness levels. That means reduced NRE
funding, reduced time to market for our
customers, and then for our customers’
customer.
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technology that is developed

... We’re moving from

as part of a program, to

technology that is proven and

is available today ...

SCANLON: It’s the packaging side of
things that gives the system its unique-
ness, such as thermal, shock, and Size,
Weight, and Power — sometimes called
SWaP. Building a subsystem from the
“ground up” is a relative term, because
we start from technology that we have.
We’ll look at other packages that we’ve
done, minimizing the risk around it. We
are not moving away from that model —
we believe that market is still there. But,
we believe that there’s a shift in focus to
provide more proven technology. It’s just
the de-emphasis from a market perspec-
tive on the total customization.

Our strength is being able to pull all [the
ingredients] together and implement
them in a solution our customers can
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count on. Our first set of CRS [COTS

Rugged Systems] offerings was based

on CompactPCI, PowerPC, and most

recently we’ve offered the Intel version

of CompactPCI, in 2-, 3-, and 4-slot

subsystems. As we move forward, you’ll
see additional packaging options.

MIL EMBEDDED: Are you using
conduction-cooled 3U CompactPCI
then?

SCANLON: Yes.

MIL EMBEDDED: Will you fit
VPX or OpenVPX modules into the
[CRS] model?

SCANLON: Yes. We have a limited

offering of VPX modules available
today including our MAGIC1 Rugged
Display Computer.

MIL EMBEDDED: So really
what we’re dancing around here is
VPX-based CRS products.

SCANLON: For our CRS line, we started
with CompactPCI for a couple of rea-
sons: 1) In the marketplace today, you
see a lot of need for upgrades. And 2) you
see a lot of need for proven technology.
And CompactPCI is a technology we’ve
deployed quite a bit; we see growth in
CompactPCI. And now VPX is just a
natural follow-on to that for us.

MIL EMBEDDED: For clarification,
most of your CRS systems today are



CompactPCI based in 2- and 3-slot
pre-boxed shoeboxes. And then you’re
moving to VPX or OpenVPX?

SCANLON: Yes. They’ll all be VPX.

MIL EMBEDDED: What else does the
Sfuture of prepackaged systems hold?

SCANLON: We’re going to higher slot
counts. This year, we’ll have 4- and
5-slot version subsystems and we’ll also
be looking at alternate cooling tech-
niques. We’ll be focusing beyond the
control applications into data processing
applications. And as [we] get to those
data processing applications, we’ll be
incorporating VPX technology. We're
also looking at some smaller form factor
solutions. Our technology road maps
[indicate] the need for smaller systems
moving toward more plug-and-play
applications.

MIL EMBEDDED: Do your customers
care what’s inside the box?

SCANLON: It’s interesting ... we’ve
had that conversation a lot, internally,
and also at the customer level, and it
all really depends. If you talk at the
detailed engineering level, they might
have a preference as to what’s inside
the solution. But if you talk it up at a
higher level, it’s: “Does it really perform
the way it needs to? Does it have the
required life cycle?”

Ultimately, when we get to our customers,
we end up talking about the type of
product that’s inside primarily from an
application perspective. Our customers
are taking these systems and adding value
by porting their application on it, because
they know which software, operating sys-
tem, or target platform they’ve invested
in, whether Intel or PowerPC. Then you
start to talk about performance and there
are going to be trade-offs in SWaP. Today
CompactPCI can provide some of the
best SWaP benefits. And as a business,
we see VPX having a lot of growth in the
marketplace.

MIL EMBEDDED: How do you see
CompactPCI moving forward then
versus VPX?

SCANLON: You know, if I were to draw
those two on a graph, I think VPX is
already there. It’s gaining momentum in
the marketplace, so I would say its slope

is going to be higher than CompactPCI’s
because of the performance of the back-
plane itself.

MIL EMBEDDED: Which other form
factors might be inside the GE box —
and what about mixing form factors
within a single box?

SCANLON: You can look at our offerings
today and see across the board the VPX
solutions, the FPGA-based application
or cards that come out of our sensor
processing group, and the networking
cards. We take all of those and integrate

them together because they’re on vari-
ous form factors like CompactPCI, VPX,
and VME.

MIL EMBEDDED: Do you have any

[CRS] boxes available today with form
factors besides CompactPCI and VPX?
SCANLON: Not in this product offering.

MIL EMBEDDED: What’s GE’s go-to-
market strategy with CRS?

SCANLON: Our strategy from a go-to-
market perspective is to bring a breadth
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of products to the marketplace. For exam-
ple, with the announcement of the Intel
version, GE Intelligent Platforms has
more than 40 COTS Rugged Systems in
the market.

MIL EMBEDDED: Do you think

GE Intelligent Platforms is going to sell
more of these preconfigured or slightly
customized CRS systems — or do you
think you’ll sell more boards overall
(not counting the boards that go in
these systems).

SCANLON: I see a need for both. The
“captive market,” meaning the large tiers
that do their own system/subsystem devel-
opment, is a huge part of the marketplace.
And they’re buying the COTS boards to
deploy their subsystems, so that’s a huge
part of our business. I see this giving them
an alternative option to bring in a piece of
technology that’s already ready to go.

MIL EMBEDDED: Turning to the
technical side of all this, let’s dive
deeper into CRS. For example, how
much bandwidth can the systems
handle, and for which applications
are they best suited?

SCANLON: So we put CRS in two
buckets here: 1) Control and mission
flight computing; both have real-time
processing requirements and exploit
large amounts of data. And then 2) there’s
a different class of machine that is a sub-
system used primarily in ISR applica-
tions, which is processing video and other
sensor data in real time; that’s what drives
the bandwidth on the backplanes. Into
that class of performance is where we
start to gravitate toward VPX, whereas if
we’re getting into more I/O intensive and
flight control, then that is a sweeter spot
for CompactPCI.

Some of the applications we would see in
that ISR space are radar, active EW, and
image processing, especially video ISR
where you’re compressing multiple cam-
eras and exploiting the data from those
looking for targets or specific artifacts
of data that lead to intelligence in real
time. That’s where the bandwidth is often
dramatically increased.

MIL EMBEDDED: Can you quantify
the bandwidth?

SCANLON: If we go from OpenVPX to
VPX in those applications, we’re going
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up to 10 GB on the backplane for card-
to-card communication. Those are the
higher-performance subsystems we’re
dealing with; when you start doing video
over anything with multiple displays or
multiple camera inputs, it gets very data-
intensive quickly.

On the EW side, we’re seeing it these days
in the rates of 1.5 to 3 GHz, and we’ll be
going beyond that in the not-too-distant
future. So, that certainly drives it from
our perspective. On the imaging side,
some image-processing platforms have a
50 megapixel focal point array.

MIL EMBEDDED: So 50 megapixels —
at which frame rate?

SCANLON: It depends on what you’re
doing with the data — if you are trying to
process it onboard or trying to fit it down
a soda-straw downlink to the ground. It’s
a lot of data, so you could imagine that
30 frames per second, times the focal
point array. We’ve seen requirements that
are actually 60 or above.

MIL EMBEDDED: 750 million pixels
per second is a lot and just at 15 frames;
so at 30 frames, you’re going to raise
that to 1,500 megapixels per second.

SCANLON: Yes, and we’re starting to get
more up from that, and also more distrib-
uted processing systems.

MIL EMBEDDED: You mentioned going
to 10 GbE on the backplane. Are these
copper backplanes?

SCANLON: Today, yes.

MIL EMBEDDED: Do you see any
reason to go to fiber-optic backplanes
in the future?

SCANLON: I think it’s probably likely,
because we’re starting to hit the end
stops right now on where we can go with
signal integrity, both in the tracking on
the boards and through the backplane
connectors and also the tracking on the
backplane. So we are conducting ongoing
research into the feasibility of deploying
optical backplanes. There are some out
there in the commercial marketplace,
but there’s certainly nothing out there
that is “rugged” just yet. We’re also look-
ing at militarized connectors that will
allow us to bring optical I/O into a copper
backplane.
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MIL EMBEDDED: So from the
Jfront panel of your subsystem into
a backplane?

SCANLON: Right. Within a vehicle, the
high-speed Ethernet could easily be on an
optical backplane, and for a variety of rea-
sons that’s very attractive. But then we have
to bring that into the subsystem through
a militarized connector and get it onto a
backplane where we can take it back to
copper within our controlled environment.

MIL EMBEDDED: Does CRS represent a
philosophical change for GE Intelligent
Platforms?

SCANLON: Let me just tell you the differ-
ence between what we’re offering today
in the CRS line and what we traditionally
offered with our advanced vehicle com-
puters. Advanced vehicle computers were
products deployed for a specific customer
and as a COTS product. They were very
much configured around the original cus-
tomers’ requirements so they were really
designed with one application in mind and
designed around the space requirements.

What we’ve done with CRS is surveyed
all the systems that we’ve created over
the past several years and said, “Looking
at the common requirements of these,
here are some very stable processing
and I/O products that could meet 80 or
90 percent of customer demands.” And
so it’s a different approach in that we
took all our years of market knowledge
building subsystems and put together a
very typical subsystem that would meet
many customers’ needs. That’s the kind of
philosophical change in our CRS subsys-
tems. We started with CompactPCI because
of market needs and we are following that
with VPX subsystems to address higher
performance needs. NES

Paul Scanlon is General Manager
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Bﬁildingih_ rad tolerance —
and not as an afterthought

-By PhiIipbe Kassouf

Since no device fabrication technology is 100 percent immune to radiation effects in space, it’s vital to mitigate radiation risks
in space by designing in rad tolerance right from the start. “After the fact” just doesn’t work.

Our mission as engineers and engineering services companies is
to develop and deploy product that provides technical solutions
to our customer. It is our responsibility to assess and report the
risks involved with a particular technology so that mission plan-
ners understand how a product will operate in the field.

While we take great care in the design and analysis of each system
to ensure the lowest possible risk, some risk is unavoidable. No
matter the magnitude, it is our duty to understand, quantify, and
communicate this risk. This is particularly important when it
comes to mitigating radiation tolerance in products and systems
designed for space. Such risk mitigation must be designed in
early — at the start, even.

How to mitigate risk
Risks come in all forms: design, environmental, mission,
budgetary, and so on. Each can be handled through a four-step
risk-mitigation process:

1. Determine the risk

2. Analyze the risk

3. Implement the mitigation plan
4. Validate the mitigation plan

Let’s look at environmental risk. If a product needs to operate at
a particular temperature, we would 1) determine which aspects
or portions of the system might be marginal in that region,
and then 2) perform an analysis to determine the realization
likelihood (expectation) of the risk by performing system- or
card-level thermal analyses; 3) Mitigate the risk by designing an
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appropriate thermal solution such as a heat sink, fan, or heat pipe;
4) Validate the thermal solution through testing in a thermal
chamber. Rinse and repeat for all other design risks.

Radiation’s impact on the system

Radiation should be treated as an environment, like thermal,
shock, and vibration. Independent of the source or species,
radiation exists — always and everywhere — and those boards
and assemblies used in such environments need to be charac-
terized for operation. Based on the mission, the environment
should be carefully characterized and the solutions tested to
obtain an accurate cross-section to determine susceptibility to
the environment.

And from our past experience, we have divided the solution sets
for radiation capabilities into two primary segments:

1) Process and technology related
2) Design related

Process and technology related effects — or all radiation-related
pathologies defined by a particular technology selection —include
Lattice Direct Displacement (LDD) or Total Ionizing Dose
(TID). LDD pathologies can be attributed to a neutron environ-
ment (envision a wrecking ball hitting the integrated circuit) and
typically impact bipolar devices more than CMOS ones. TID, a
measure of the amount of energy deposited into a material per
unit mass (measured in Rad or kRad), will determine the total
delivered dose to a particular chip before the onset of permanent
lattice displacement damage.

NASA/JPL-Caltech/UCLA image



Design related effects — or all radia-
tion related pathologies that need to be
mitigated by design — are not necessar-
ily technology or process related. For
example, take a flip flop (circuit with
two stable states) controlling a pyro-
technic device. Independent of how the
flip flop is manufactured, a catastrophic
outcome can result if the device changes
state “unintentionally” because of a
radiation event. One remedy might be
designed-in redundancy through flip-
flop triplication and “majority voted”
output.

Currently, no device fabrication pro-
cess or technology is 100 percent
immune to these types of radiation
effects: The only way to mitigate them
is by design.

Figure 1 | Many fields of the military and aerospace industries require reliable, fail-proof components and

subsystems that ensure proper system operation.

The nature of radiation effects
The majority of design-related radiation effects fall under the
umbrella of Single Event Effects (SEEs) such as:

B Single Event Upset (SEU) — Simply defined as
a bit flip. This affects all bi-stable elements like flip
flops, memories, microprocessors (collections of flip
flops and memories), and so on. The key to an SEU
is its non-permanent status, for example, the bit can
be “unflipped” using Error Detection And Correction
(EDAC) or scrubbing.

B Single Event Transient (SET) — Similar physically to
an electrostatic discharge, but the charge accumulation is
because of radiation.

B Single Event Latchup (SEL) — This occurs when a
particle, heavy ion, or proton causes a parasitic structure
like a thyristor or a Silicon Controlled Rectifier (SCR)
within the chip to conduct from the supply to the ground.
This might present an upset in operation or permanently
damage the component. Note: At Aitech, we classify SEL
as a “design” related effect, although it could be categorized
as a process technology related effect.

B Single Event Gate Rupture (SEGR), Single
Event Snapback (SESB), and Single Event Burnout
(SEB) — Primarily manifested on CMOS, power Bipolar
Junction Transistors (BJTs) and MOSFETSs — these events
can cause the power device to either conduct current
unexpectedly, as a transient event, or permanently in
a “latched” state.

Whether the event is because of a gamma ray, a proton, a neutron,
an electron, or some heavy ion, to claim radiation hardness,
military and aerospace as well as space system designers need
to characterize the susceptibility of the design to all potential
hazards of the radiation environment (Figure 1).

Of course, one can tailor the particular environment to the
applicable set of tests to ensure proper operation in a given
environment, hence, radiation classified as an environment.
But there is no silver bullet that fits all environments optimally.
Knowledge of these effects and their interactions is critical to
determine how to handle them in a specific application.

Grades of radiation-tolerance process

Historically, a “rad-hard” design referred solely to total dose
effects — typically 100 kRad or better — and required only proper
components engineering to implement a design that could survive
a given dose. Some military COTS systems might meet this level
of hardness, but that’s only the starting point for a total radiation
hardened solution.
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As feature sizes shrink, and circuits increase in performance
and complexity, other radiation-related effects have started to
dominate and require mitigation for a fully rad-hard solution. As
a result, “rad-hard” has altered its traditional meaning, and the
industry is moving towards a more stringent “radiation tolerant”
or “radiation characterized” standard. Thus, the term “rad hard”
is becoming increasingly misused by those who loosely extend
the traditional meaning to encompass all radiation effects.

Outlined below are five grades of radiation tolerance, developed
to meet the evolving radiation performance requirements and
supporting the four-step risk mitigation approach. Figure 2
shows the relative complexity (and associated cost) of the differ-
ent grades of radiation tolerance.

Grades of radiation tolerance

1. No radiation tolerance: Also the baseline for the engineer-
ing effort required for a given project, this provides the customer
with a design that assumes no particular radiation environment.
Parts and systems, qualified to military and space standards, are
in fact high-reliability systems. The system might display desired
radiation performance, but this is not guaranteed.

2. Total dose mitigation only: Originally known as “rad hard.”
The definition has evolved over time to include levels 3-5 as
well. Traditionally, this step involves selecting components
based on proven TID performance, and, once design is complete,
optionally verifying the design by performing TID testing.

3. SEE rad-tolerant by design: As the most basic level of single
event mitigation, it is purely an engineering solution to mitigate
radiation in the system by designing redundancy into the sys-
tem. Although Triple Modular Redundancy (TMR) is considered
the “platinum standard” for achieving this goal, it does not scale
very well. It is critical at this stage to balance the redundancy
with system complexity to secure radiation performance, without
reducing system reliability because of the increased complexity.

4. Proton SEE radiation characterized: This level of radiation
tolerance is a characterization step. This level ensures the system
operates in a given proton environment, and determines the
system cross-section or susceptibility for a radiation event. This
involves testing at radiation test facilities.

5. Heavy ion SEE radiation characterized: This is the most
challenging level of characterization, because it involves the most
specialized hardware and hardware configurations. Typically,
this level of radiation tolerance is required for Geosynchronous
Orbits (GEOs), high-inclination Low Earth Orbits (LEOs), and
interplanetary missions. But it has also cropped up in some
terrestrial applications.

Completion of level 4 is the point at which a product can be
called “radiation characterized” or “tolerant,” and Level 5 offers
full radiation tolerance.

As per the risk mitigation plan mentioned earlier, until the system
has been validated, there is no proof of its performance.

Hence, the grades start at Level 1 and proceed through each level
to reach Level 5. The burden of each level to proceed to the next
level is the engineering and testing required in implementing and
verifying the performance of the product required by each level.
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Relative Project Costs vs. Radiation Tolerance Level

Engineering w/o

Radiation Tolerance
2% Parts Selection
/ for TID

8%

® No Radiation Tolerance
TID Testing

: 9% Total Dose Only.
Heavy lon Testing Traditional Rad-hard
33%
SEE Radiation Tolerant
By Design
SEE Mitigation Proton SEE Radiation
Engineering Characterized
22%

Heavy lon SEE Radiation
Characterized

Proton Testing
26%

Figure 2 | Levels of rad-tolerant design requirements and their project costs

Key things to note about radiation tolerance, and its expanding
attributes, are:

B Radiation data is unique. Data from one manufacturer’s
device does not necessarily apply to the same part type from
another manufacturer.

B Radiation data is dynamic, not static. As military and
aerospace as well as space systems evolve to support
mission demands and as processes and feature sizes on
integrated circuits shrink, radiation performance of the
systems built from these chips also evolves and changes.

B Military COTS products are typically at most Level 2
tolerant, with the bulk of product in the Level 1+ regime.
1+ means that typically no more than 10 percent —
comprising 2 percent for Level 1 and 8 percent for parts
selection for TID — has been performed and thus
accounted for.

Mitigate risk ahead of time

Radiation tolerant products must be designed to mitigate dose
and SEE at the very outset, as an environment. It is not something
that can be “added-on” later; radiation tolerant designs must be
qualified by design and verified by test. While lot/sample test-
ing and radiation mitigation based on technology are necessary,
they’re only the tip of the iceberg. MES
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Should we put up with
software that doesn’t work?

By Robert Dewar

We are used to software that dismally fails. What is surprising is that we accept this as reasonable. It is time to stand up and

say we are not going to put up with this anymore. There is no excuse for junk software.

To me, it is surprising how tolerant people
are in general of the idea that complex
software cannot be expected to work reli-
ably. If we open the news stories for any
particular week, we are almost certain
to find one story about some computer
error that resulted in an undesirable
outcome. One such story that caught my
eye recently had the headline “450 ‘high-
risk’ prisoners released in California after
computer glitch.”

One thing that strikes me about this
headline is the use of the word “glitch.”
One online dictionary defines “glitch” as:
“A minor malfunction, mishap, or techni-
cal problem; a snag.” Oh really? Minor?
What is happening here is a very typical
acceptance of the idea that computer
programs cannot be expected to work
reliably. Anyone using a Windows-based
computer is probably used to the software
crashing regularly or otherwise malfunc-
tioning, and they come to expect this level
of unreliability.

This dismal level of expectations is not
just something that affects non-experts.
At an NYU computer science meeting,
one of the faculty members teaching
programming casually mentioned that
all large computer programs contained
serious errors. On another occasion, I lis-
tened to a presentation from an eminent
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law professor from Yale Law School
arguing that product liability standards
needed to be modified for software
because all software contains errors; so it
is unreasonable to hold manufacturers to
“normal” standards of product reliability.
Indeed, in other areas we do expect much
greater reliability. If a toy manufacturer
made a mistake that resulted in danger-
ously high levels of arsenic in some toy,
I very much doubt that the manufacturer
would try to pass this off as a “glitch.”

Let’s take another story from recent
headlines. A nefarious group of charac-
ters (perhaps associated with the Chinese
government if reports are to be believed)
has allegedly launched an attack on com-
puters belonging to high government
officials in the White House and else-
where. Now in looking into the details
of these attacks, they appear to princi-
pally be instances of “spear phishing,”
which are phishing messages specially
tailored to the recipient. So the recipient
might, for instance, get a message sup-
posedly from the boss asking the recipi-
ent to look over minutes from a meeting.
Recipients clicking on this attachment
may find their computers compromised
with dangerous malware. Now most of
us react to such news by wondering how
these high government officials can be so
“stupid” as to click on these messages.

MILITARY EMBEDDED SYSTEMS

But is that fair? Shouldn’t we perhaps
be taking a closer look at the defective
design and implementation of the under-
lying operating systems that allow such
simple-minded attacks to succeed?

When safety matters

Clearly what accounts for this low level of
expectation is the experience people have
day to day with computers. But actually if
they really knew all the interactions they
have with computers, they might either
be scared out of their wits, or perhaps be
impressed that not all computer programs
are unreliable.

In particular, whenever anyone climbs
aboard a modern plane, they are trusting
their lives to millions of lines of complex
avionics code. Yet we have a remarkable
safety record here: No life has been lost
on a commercial airliner because of a bug
in the implementation of avionics code.
How is this achieved? By the use of rigor-
ous techniques embodied in the DO-178B
standard, we have not achieved perfect
reliability (we have had some close calls),
but certainly software is not the weak
link in the chain when it comes to air-
line safety. Now I should mention in the
interests of full disclosure that AdaCore
is in the business of supplying tools for
building software of this kind, so we have
a vested interest in reliable software.



I'don’t apologize for that. On the contrary,
I would like to see us and other compa-
nies like us succeed in convincing people
to use DO-178B or similar software
reliability techniques in other areas.

What about other areas? Two examples
that come to mind immediately are
modern automobiles and medical instru-
ments. In the case of cars, it is on the one
hand surprising that typical modern cars
often have more lines of code aboard than
modern commercial aircraft (Figure 1).
On the other hand, it is surprising that
nothing like the rigorous DO-178B stan-
dard is applied to automobile software,
which is largely regarded as proprietary
and not subject to the same kind of
outside scrutiny. Have software bugs
caused car accidents? We really don’t
know since manufacturers maintain a
high level of secrecy. Should we worry
about the future? Well, I certainly do.

Similarly for medical instrumentation,
we have very complex software at work,
which is also not controlled by rigorous
safety standards. Have people died
because of defects in such software? Yes,
a number of deaths have resulted from
radiation instruments delivering excessive
radiation because of programming errors.
It would seem that we need to tighten up
the controls in this area considerably. But
surprisingly, the reaction to these deaths
has been somewhat muted. I think this is
due to the general malaise of thinking that
itis to be expected that software will have
errors, so we can’t get too upset about it.

Room for improvement

Going back to the avionics example,
which we held up as an example showing
that high reliability can be achieved, it
is important to repeat that we are not
perfect. At least two issues remain. First
of all, we still do find bugs occasionally.
So far these have not been fatal, although,
as mentioned, we have had close calls —
including the case of a Malaysian flight
where the engines had to be turned off and
restarted mid-flight because of a software
defect not caught by the DO-178B certi-
fication process. No one was injured, but
the plane lost 15,000 feet in altitude before
the restart could be accomplished, and for
sure there were a lot of scared crew and
passengers. So we need to do even better.

We do have ways to further improve the
process. In particular, the use of formal
mathematical methods is getting much
more practical. As an example, the iFacts
system in England, which provides
new land-based air traffic control, uses

Figure 1 | Millions of lines of code onboard: Do you trust your car?

software that has been formally proved
to be free of runtime errors (the kind of
thing that leads to the pervasive buffer
overrun problems that plague C and C++
programs). This software is written in
an Ada-based language called SPARK,
which is particularly conducive to math-
ematical reasoning, and Altran-Praxis
has produced a suite of tools that allows
this kind of approach. Other companies
are pursuing similar mathematical formal
approaches. So we definitely have paths to
further improvement. It’s also important
to note that these techniques are perfectly
well applicable to COTS; there is no need
to think that reliable software requires
expensive customized approaches.

Secondly, we need to note that figuring
out how to write highly reliable software
does not guard against the situation in
which someone makes an error in the
specification of the software, and the
resulting program faithfully does the
wrong thing. An example from the avi-
onics industry is a September 1993
accident in Poland. During the landing,
the aircraft’s spoilers did not deploy in
time to prevent a crash in which several
lives were lost. In this incident, the
software was faithfully implementing a
requirement that the spoilers could not
be deployed unless the airplane was on
the ground, as indicated by its wheels
turning or having weight on the landing
gear. Unfortunately, the runway was wet
and the wheels were skidding and not
turning, and wind shear caused a light
landing. In retrospect, the specification
was incorrect, and the pilot should have
been able to override the wrong decision
of the software.

It’s impossible to guard against such
errors entirely, but the process of
carefully formalizing the specifications

as is needed for the certification process
helps to find such errors; and for sure,
eliminating normal programming bugs
would go a long way to improving things.
That in particular would surely have kept
those 450 dangerous criminals locked up
where they belong.

Don’t get even, get mad

An important first step is for everyone
to decide that it is not acceptable to put
up with errors in programs. We need
to be much more indignant when these
avoidable errors occur. It’s time to echo
the sentiments expressed by character
Howard Beale in the movie “Network”
in his infamous rant and all say, “I'm
mad as hell and I"'m not going to take this
anymore!” IMES

Dr. Robert Dewar

is Cofounder,
President, and

CEO of AdaCore
and has had a
distinguished career
as Professor of
Computer Science
at the Courant Institute of New York
University. He has been involved with
the Ada programming language since
its inception and led the NYU team
that developed the first validated Ada
compiler. He has coauthored compilers

for SPITBOL (SNOBOL), Realia

COBOL for the PC (now marketed
by Computer Associates), and Alsys
Ada and is a principal architect of
AdaCore’s GNAT Ada technology.
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time operating systems. He may be
contacted at dewar@adacore.com.
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SPECIAL ADVERTISING FEATURE

Time and money:

COTS versus traditional military

system development

Defense agencies are using competitive bidding more and
more to select project contractors. Most bidding processes
where contractors must develop prototypes are winner-take-
all, with only the winner compensated. During the process the
agencies provide no funding, driving more aggressive sched-
ules and increasing competition. This is difficult for defense
contractors because they must invest resources and money in
a project with a short development window with the goal of
surviving selection rounds. As competitive bidding becomes
increasingly popular, the development strategy used to win
the bidding process must therefore evolve. Time and cost
restraints force managers to come up with creative ways to
reduce upfront development costs, decrease resources and
time they spend putting together hardware, and free up
resources to focus on value add of software and platform
integration. With traditional military system development no
longer meeting the key pain points for contractors, a COTS-
based approach offers a complete solution.

Using traditional military system development, nearly every
program requires custom, purpose-built electronics resulting
in little sharing of development costs and intellectual prop-
erty between programs. This approach has some significant
drawbacks for military contractors (Figure 1). Development
costs are high even before systems are tested and verified.
And with minimal reuse, more redesigns are needed to cor-
rect faults, adding cost and time. One-off components are
expensive due to a low rate of production, and fully custom
systems take a long time to develop, ultimately reducing their
useful lifetime.

Providing relief, standards-based COTS components and
some simple strategies give a contractor a leg up on the rest
of the pack. Compared to traditional military development,

80

70 —— Fully Custom

40 = COTS

50
40

30

Figure 1| Lifetime program costs for a military system — fully custom
versus COTS
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By Venkataraman Prasannan,
General Manager, ATCA

the cost of a COTS-based system is less than half that of a
fully custom system. COTS also dramatically reduces devel-
opment time and cost by using standard-based platforms that
are pre-integrated and pre-tested and conform to military
standards.

With decreased time to market and lower investment, con-
tractors can also meet time-critical project schedules by lever-
aging consulting services and fast prototyping capabilities.
For example, platform specialists, such as BIOS program-
mers, can tune the platform, removing a large burden on
contractors.

With military procurement expecting contractors to bid and
develop prototypes at their own expense, they are clearly
motivated to utilize these types of designs to get a head start
on development. Leveraging COTS hardware can decrease
resources and time even further because it can free up tech-
nical resources for software development and other value-
added features that could create a competitive advantage.
Also, by offering protection against obsolescence, open
standards make it easier to deploy technology insertions and
other performance upgrades in the field that increase the use-
ful lifetime of systems. All of these COTS offerings help make
solutions more competitive and mitigate challenges of limited
funding and shortened development cycles, alleviating key
pain points for contractors.

Competitive bidding is just that: highly competitive. And
with reforms in the military’s acquisition process, prime
contractors are under more pressure to develop systems at
lower costs and more quickly. Comparing traditional mili-
tary system development to open standards-based systems,
COTS offers unparalleled benefits, lowering investment and
decreasing time to market. RadiSys is the ideal partner to
succeed with a COTS-based strategy. With a deep history of
technology leadership, bestin-class engineering and manu-
facturing expertise, and proven deployments under the most
demanding conditions, RadiSys offerings dramatically reduce
development time and cost, allowing contractors to meet time-
critical project schedules.

Venkataraman Prasannan is responsible for the
AdvancedTCA business at RadiSys Corp. He has more than
20 years of telecom and networking experience in marketing,
product and business management. He has been involved in
AdvancedTCA product planning and customer engagement
since the inception of the industry standard.

RadiSys

www.radisys.com
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Warfighters have always had a challenging job, from dealing with technologies not commonly seen outside of the DoD to
[frequent reassignments, with less training than they’d like. Add in the continuing shift of network technology from physical
servers to today’s array of physical, virtual, wireless, and cloud-based technologies across the military and it’s easy to see how
a military technologist can be overwhelmed. But when complexities grow, simplifying IT management for these networks can
even out the odds in the warfighter technologist’s favor.

There’s no denying the warfighter’s need
for real-time information and communica-
tions on the battlefield. In today’s military,
a laptop can be just as important to a
soldier as a weapon. Pinpointing enemy
locations through UAV feeds, accessing
vehicle and equipment readiness sheets,
and providing on-the-ground data to a
command center are just some of the many
network-centric functions undertaken by
soldiers during combat operations.

The downside to these expanded capa-
bilities, however, is that as information
technology evolves, so do the networks
providing key services and applications
to the field. Five years ago, physical
servers housed the bulk of military IT
resources — uncomplicated to maintain,
though labor intensive. Today, these same
resources are distributed among physical,
virtual, and cloud-based technologies,
dramatically reducing the physical foot-
print of the military network but driving
complexity to unprecedented levels, as
seen in Figure 1.

Compounding network complexity is
the ever-growing training requirement of
the warfighter. While command wants to
shrink training requirements, advances in
technology and the steady deployment of
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this technology to the field require quite
the opposite. Warfighting technologists
now need to understand basic network
troubleshooting, wireless, physical, and
virtual network administration and more.
Adding training for traditionally compli-
cated technologies like network monitor-
ing and management to a full training
plate overburdens soldiers, but seems like
anecessary evil given the state of military
networks.

Does this mean that warfighters must act
as IT administrators in addition to their
roles as soldiers? In many cases, it does.

Straightforward approaches to
complex requirements

The increasing complexity of IT ecosys-
tems in the business and even civilian
agency worlds is creating a shift from
complex system and network monitoring
technologies accessible only to trained
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complexity to unprecedented levels.

Figure 1 | Today’s Armed Services network resources are distributed among physical, virtual, and
cloud-based technologies, dramatically reducing the physical footprint of the military network but driving
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experts, to adoption of more simplified,
easy-to-learn, and intuitive technologies
that allow technologists to focus on the
mission and not on a network manage-
ment platform.

This change in approach involves replac-
ing traditional network management
frameworks with management software
that is easier to install and use. Typi-
cally, the rollout for traditional mono-
lithic network management technologies
involves:

1. A combined hardware and software
installation project, which can take
weeks to months based on the size of the
deployment and the technology, because
of integration with existing systems and
hardware. (This takes even longer if the
systems are geographically distributed.)

2. Customization, as most of the standard
enterprise-class technologies are just
“frameworks” and require lengthy (and
expensive) consultation projects to
meet mission needs. Essentially, these
frameworks are barebones, much like a
formatted hard drive, with a few simple
management templates. If a unit wants
management capabilities beyond the
templates, which is common, customiza-
tion is necessary.

3. Intensive training, on top of the
training already required for warfighter
technologists, to allow them to actually
navigate the complex menus and esoteric
interfaces of the chosen technology.

Juxtapose this with modern, streamlined
network monitoring software, which
is as difficult to install as your average
consumer PC game. In only a few hours,
monitoring software can be installed,
customized, and monitor a unit’s network,
thanks to intuitive installation wizards
and customization interfaces. Any spe-
cific training needs can be addressed via
a few short YouTube videos, typically
publically available online or from the
vendor.

Applying easy to use, straightforward
IT monitoring technologies that are
efficient, intuitive, and provide immedi-
ate benefits to military networks cures
many ills. First, consider the traditional
network monitoring technology itself —
currently, military data centers are using
management platforms that are too big
on features for the warzone or free/open
source monitoring tools that are far too
small on functionality. The problems that
these approaches present are twofold:

B First, having too many features
makes the inherent complexities
of managing a network almost
insurmountable, especially in
the field.

B Second, a technology that is too
limited does not provide enough
information to actually manage a
military network effectively, and
often lacks the ability to scale and
work seamlessly with other systems.

Finding a middle-ground technology
is vital to reduce network complexity
without sacrificing too many features or
functionality. Ideally, the network man-
agement software will provide real-time
information about network health beyond

“green light/red light” without forcing
warfighter technologists to wade through
dozens of unnecessary features as well
as historical performance data for report-
ing, trending, and capacity planning. The
technology should also be able to scale
with the network, up or down, depending
on need: If a FOB expands to encompass
more than a single unit, the system must
scale up, and conversely scale down if a
base is decommissioned or downsized.

The network’s physical

size matters

Simplified network management tech-
nology goes beyond just reducing the
digital complexities of military networks;
it also greatly aids in reducing the physical
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requirements of networks. Larger IT
systems need more power and cooling,
which require a greater amount of fuel
deliveries and power infrastructure.
Reducing energy consumption is not just
a “green initiative” for the military, but
allows for greater mobility and a smaller
logistics tail, particularly in operating
theaters where a data center could be
a 2' x 2' box on the back of a Humvee.
DoD initiatives are also underway to
reduce physical footprints by using pow-
erful laptops as servers and leveraging
virtualization to reduce the server count;
virtual servers that host 10 or more virtual
machines are increasingly common and,
in some cases, those numbers can be
increased by a factor of 10 or more.

Deploying streamlined, modern network
management software that is already
“virtualization-aware” allows military data
centers to harness the cloud and virtual
environments without requiring warfighters
to learn anew monitoring system. However,
with a traditional network monitoring
paradigm, not only is there a training
requirement for each system implemented,
but each system desegregates manage-
ment data and makes issue resolution and
information correlation even harder. But
by using software that manages as much
infrastructure as possible within one single
pane of glass, soldiers can monitor virtual
and cloud-based resources just as they
would a physical box, without having to
learn new, specific skills.

This leads to the next point of how
simplifying network management tech-
nology addresses complexity and reduces
the training required.

Simplify to reduce the

training requirement

One of the primary problems caused by
complex military networks is actually
related to a larger problem experienced by
the whole of the DoD: warfighter training
requirements. Not only are soldiers
expected to learn combat, survival, and
tactical skills prior to deployment, now
they must learn the complexities of
network management and monitoring just
to use the tools issued to them, hence the
“warfighter as an IT admin.”

When the management of these networks
is simplified, however, overall training
requirements follow in reduced complex-
ity. Instead of learning how to navigate
a complicated monitoring system with
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management software

Figure 2 | The Orion Network Performance Monitor is an example of a streamlined, simplified network

more features than needed, soldiers can
gain a few simple skills that apply across
monitoring/management challenges.
Much like issuing iPads to soldiers in
Afghanistan in lieu of a ruggedized laptop,
simplified management software applies
to a much wider base of warfighters and
provides the features most needed to
accomplish the mission. As an added
benefit, this software can run off COTS
hardware and operating systems, including
open source, making it flexibility enough
to fit nearly every unit’s operations.

Additionally, the threat of budget cuts
must also be considered. It shouldn’t sur-
prise project leads when they suddenly
have fewer experts to operate clumsy
legacy IT monitoring systems. Without
the right team mix to prop up these sput-
tering dinosaurs, leads must expand their
use of efficient I'T monitoring applications,
to not only reduce the need for extensive
training on legacy systems but also to cut
the costs of maintenance renewals.

Simplifying for a

complex tomorrow

Network complexities are not going
away and will only become more severe,
particularly in military networks, unless
addressed head-on by network manage-
ment technology. Leveraging modern IT
management software, such as that offered
by SolarWinds, that supports both mature
and emerging technologies helps prepare
military IT teams for rapid technology
insertions. SolarWinds” Orion Network
Performance Monitor is an example of a
streamlined, simplified network manage-
ment software (Figure 2).
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When such IT management systems
are also intuitive to use, configure, and
maintain for even the most junior IT staff
members, the mission can then receive the
benefits of the latest technology advances
while reducing complex training and staff-
ing requirements necessitated by legacy
IT management applications. Monitoring
the most modern technologies requires the
most modern management applications,
but “modern” no longer means compli-
cated. This is especially true for those
soldiers, the “warfighter IT admins,” who
are responsible for managing the technol-
ogy that keeps their teams running. MIES

David Kimball is
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He has more than
20 years of IT
sales and senior
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SolarWinds

866-530-8100
www.solarwinds.com




DOUBLE your raYLoAD cooliNG

YOUR ENGINEERED PACKAGING PARTNER

CoolWall™ Breakthrough Thermal Management
Technology for Rugged Packaging

¢ Patent pending technology composed of a unique thermal metallic
composite core housed within a structural metallic composite shell

¢ Delivers enhanced thermal performance and structural
characteristics required for rugged applications at a weight
significantly lighter than aluminum

¢ Improves performance in a wide range of conduction-cooled
chassis styles

¢ Can be tailored to optimize thermal performance or weight
reduction, depending on your application requirements

¢ Reduces chassis weight by up to 30% without compromising
thermal performance

¢ Increases payload power cooling performance by up to 100%
without increased size or weight

¢ The SFF-6 CoolWall baseplate conduction-cooled chassis offers a
greater than 2x improvement in payload power cooling compared
to traditional aluminum construction.

Ask our U.S.-based design and development team

about a solution for your program requirements. O pe VP)X)

I Tel: +1 (978) 952-2000
cwecelectronicsystems.com
CURTISS c I Y systeminfo@curtisswright.com
WHIGHT. scmese =g thbrion
Electronic Systems . L4 :




Technnlngy: Demystifying complex networking, RF systems J

__,-f-'F

e L

gnlng rugged, multifunctional

rJP,\ Bontrollers to prevent system damage

“=By Marlo Razo and Meppalll Shandas

- ﬁ_“._:j £

- “m

High Power Amplifiers (HPAs) are critical in microwave systems commonly found in Electronic Countermeasures (ECM),
Electronic Warfare (EW) simulators, radar, and communications links used by the military. Unfortunately, integral Vacuum
Electron Device (VED) requirements introduce hostile environments for HPAs. However, a rugged, multifunctional,
microcontroller FPGA-based controller can solve this challenge.

High Power Amplifiers (HPAs) are the
backbone of most microwave systems used
for military applications such as radar,
Electronic Countermeasures (ECM),
communication systems, and Electronic
Warfare (EW) simulators. HPAs using
Traveling Wave Tubes (TWTs) come
in two categories. Both versions use
Vacuum Electron Devices (VEDs), TWTs,
Klystrons, and Gyrotrons to amplify the
modulated RF waveforms given at the
input to the desired power level before
feeding to the radiating element.

The difference is that one version of the
HPA is the microwave power amplifier
with all RF input and output parts, power
amplifying TWT (or other VEDs), digital
interface and protection circuits, and the
power supply all integrated into one
assembly. The other version is the com-
pact Microwave Power Module (MPM),
which uses a miniature version of the
TWT and a solid-state driver amplifier
integrated with a densely packaged
power supply (Sidebar 1). Being a very
compact module, the MPM does not
have all functions within the assembly
and can produce RF power in the range
of about 100 W CW or 1,000 W peak
pulse power. The VEDs require high
operating voltages of 5 to 25 kVdc and
proper switching sequences and protec-
tion circuits.
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Winning the battle with wide-bandwidth, high-power
microwave functionality

Military systems such as radar, Electronic Countermeasures (ECM), and communication
links compete in a modern Electronic Warfare (EW) game of “cat and mouse” with
the enemy. To win, design engineers must create wide-bandwidth, high-speed secure
systems that are invulnerable to countermeasures and electronic attacks and will
perform reliably in challenging battle situations.

In the lower-frequency domain below 2 GHz, designers are developing reconfigurable
systems for specific tactical needs. Highly integrated hardware, unique algorithms,
and exotic waveforms ensure that transmitted data is secure and impossible for oppos-
ing forces to decipher. But in the higher microwave frequencies, wide-bandwidth,
high-power amplifying devices aren’t as readily available. The most commonly used
device is the Traveling Wave Tube (TWT). For example, a TWT capable of operating
in the 6 to 18 GHz (or even 2 to 18 GHz) range and delivering 200 W of output
power can provide instantaneous bandwidth over the entire range. Operating in
the C, X, and Ku band frequencies, TWTs cover all multiband applications such as
ECM, radar, and data links. These are generally known as High Power Amplifiers
(HPAs). A lower-power version of the same HPA function can be accomplished by a
Microwave Power Module (MPM).

Higher-power radars using Active and Passive Electronically Scanned Arrays
(AESA, PESA) are being modified to perform electronic attack function. These are
extremely agile systems, but because of performance limitations of the Transmit/
Receive (T/R) modules using solid-state technology, these systems can cover only a
small bandwidth.

For platforms with limited prime power and severe restrictions on size and weight —
such as Unmanned Aerial Systems (UASs) used for Intelligence, Surveillance, and
Reconnaissance (ISR) functions — MPM is a good solution. Basically using a miniature
version of the TWT, the MPM can meet all tactical needs for bandwidth, speed, and
security. This compact, high-power amplifier can be used for multiple roles such radar,
ECM, and data links. When configured as an embedded transmitter, an MPM will
solve most high-power amplification problems.

| An inside look: How microwave systems solve high-power electronic attacks
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To keep the HPA controller functioning is
vital for continued effective systems oper- RF INPUT
ation. Thus, to prevent damage to costly
parts and the system, ongoing monitoring
and status indication of every critical
parameter are essential. For example,
HPA controllers must monitor HPA health
by measuring critical parameters such as
the cathode voltage, current, body tem- PRIME
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perature, and so on. Controllers must also POWER

provide protection to prevent damage, in CONTROUSTATUS

addition to offering interface between the

HPA and host system, executing house-

keeping functions, and functioning as the HPA

Built-In Test (BIT) system for the HPA. HoST CONTROLLER
INTERFACE

In addition, HPA controllers must be able
to withstand a “hostile” environment, as
they reside in an area of the system where
they can be subjected to high voltages up
to 25 kVdc, high-energy switching up to g'=
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